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Model checking service
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Model checking service
specifi catlons



Overview

® SPACE: Composing (distributed) reactive
systems from services

® Project thesis: Transforming service
specifications to input for a model checker

® Master’s thesis: Hiding the difficult bits from
the user
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SPACE

® A method for creating distributed reactive
systems

® Systems are composed from services
® Services can span several components

® Asynchronous communication
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Why SPACE?

® Developing distributed reactive systems is a
hard task

® Make the systems easier to understand
® Reusable services

® Provide tools to resolve problems early,
when they are still cheap to fix

® Use familiar syntax (UML) @NTNU

Innovation and Creativity

\
www.ntnu.no “

Thursday, 3 July, 2008




Ve N\
Hotel Wakeup System
------------------------- reception guest room
,,,,,, Hotel Wakeup System — ~~=~~<__ i display "Ready" ]_>®
/7 h: s N O—"_rE start h: Hotel Wakeup
/ \ ) i - Al \
/ \\\I\-Iotel Wakeup/, (@t Alarm oA start alarm
! D < S~ e’ \
i . : il ] . stop alarm
\ recepty W Sy ! H aborted confirmed .
\ ! -
. reception guest room ,
~ P ( A I 1l )
~~~~~~~~~~~~ . 1 display "Aborted J
""""" t_{display "Confirmed"
\_ J

Structure —Which Behavior — How do
components take part services interact?

in which services!?
@ NITNU
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SPACE — the process

' Library
. - Service Engineering
® SPeCIf)’ Stl"U CtU re &EJ Pl?ld fCompositlijon of ISerl\(/ices
. . LD rom Building Blocks
(collaboration diagrams) - -

® Specify behavior (activity

Service Specifications

diagrams) i et
( i cll Ty g
® “Is it correct?” [ 2
lModeI Trarisformatlon 1
® Transform to ][] i o
COmPOnentS % _____ | Composite Structures

Code Generation
\/

e
® Generate code (OSGl S:revci:etij;;izts;imcode
bundles) T —

— L Execution Framework
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External State Machines

Hotel Wakeup System

reception guest room
A ETL T How do
Q—IJ:Erstart h: Hotel Wakeup a: Alarm SerViceS

start alarm start

kalfulé’jed Clih’llzlirmed stop alarm stop i nte ract?

&—r display "Aborted" 1<

A;rdisplay "Confirmed" |<

- J

«esmy» Hotel Wakeup ) «esmy» Alarm )
confirmed

start stop

start d alarm | aIarm
& (arted)—— lerting)— o312t (active \3io0 g

aborted Q)

How does each services behave! & NTNI]J
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Arctis tool suite

Archiving for Reuse UML Activities, UML State Machines Java Code
/_v\ Collaborations
() Y ) )
o () () ()
{T3} |Reuse { it W Composition Model }_} =] Code }_} =
= > 1tor > ;—E—g‘_l [yl N —_ =
= J Camnsgd Transformer |(Pl% Generator ?E
> - > O
Library — — —
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Arctis tool suite

Archiving for Reuse UML Activities, UML State Machines Java Code
/_v\ Collaborations
() Y Y )
N () () ()
{T3} |Reuse { Ey W Composition Model =] Code }_} =
= J Camnsgd Transformer |(Pl% Generator ?E
Y
) <4 D <

Library
TLC Model TLA
Checker Formulator

Project thesis
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Arctis tool

Archiving for Reuse

UML Activities,

suite

) UML State Machines Java Code
/_V\ Collaborations
() N N N
. ) ] ]
{1} |Reuse { g W Composition Model }_} = Code }_} =
= — itor R ] = — =
oD J (=5 Transformer |(Pl% Generator ?E
Q Animation < © D
Library and Fixes \I/
Analvzer TLC Model TLA
y Checker Formulator

Master’s thesis Project thesis
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e activity editor

UML State Machines Java Code

l Archiving for Reuse UML Activities,
Collaborations

{13 |Reuse Composition
E@ Editor

Animation
Library and Fixes

I TLC Model
nalyzer Checker

Formulator

— Palette —
«system» Y|y Select
HotelWakeupSystem . Marquee

/" Control
Flow

reception guestRoom

@ |nitial
Node
|2 Fork Node

4,I—’t display_Ready J—+® 3l Join Node
A <% Decision

h: HotelWakeup o~ :ode
- ' 5@ Merge

Node
startAlarm —>-=1
stopAlarm 2> ‘

Yo Timer
->‘st°p

“+—Q

@ Flow Final
@® Activity
Final

= Partition
ahorted

+> Object
Flow

] Parameter

r[ display Aborted "J [¢] Variable

——— -

o1 Set

z_ Variable
' L %5 Read
[ display_Confirmed ]‘— Variable

(#) Operation
= Send . Innovation and Creativity

i Sianal
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TLA formulator

l Archiving for Reuse UML Activities,
Collaborations

UML State Machines Java Code

{13 |Reuse Composition
= Editor
Animation
Library and Fixes

Anal TLC Model
n zer
alyze Checker Formulator

MODULE Hotel WakeupSystem —
EXTENDS Naturals
VARIABLES 1, t, h, a

Init 2
ANt =1At=0
A h = "off' A a = "off’

initial =
ANi=1AN7=0
A h = “off" A h' = “started”
A UNCHANGED (a, t)

startAlert 2
A h = “started” A b’ = “alerting”
A a = "off" Aa’ = “active”
A UNCHANGED (1, t)

stopAlert =
A h = “alerting” A h' = “stopped”
A a = “active” A a’ = “off"’
A\ UNCHANGED (1, t)

aborted = E
A h = “stopped” A h' = “off" | J I ‘ 1 [ ]
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TLA formulator

l Archiving for Reuse UML Activities,
Collaborations

UML State Machines Java Code

{13 |Reuse Composition
= Editor
Animation
Library and Fixes

Anal TLC Model TLA
nalyzer
alyze Checker Formulator

MODULE Hotel WakeupSystem
f Hotel Wakeup System ) ' EXTENDS Naturals S
reception guest room VARIABLES 1, t, h, a
\ display "Ready" ]—>® Init 2
’ , ANi=1At=0
Bistart  h: Hotel Wakeup a: Alarm Ah = "off" Aa= "off’
start alarm A
mittal =
aborted confirmed stop alarm stop Ni=1Ai"=0
) M| thul A h = “off” Ah' = “started”
Lrl A UNCHANGED (a, t)
T n no) startAlert =
L elEply Mrberied ) A h = “started” A b’ = “alerting”
X - - ~ A a = “off" Aa = “active’
Lkdlsplay "Confirmed" | A UNCHANGED (i, t)
\ Y,
stopAlert =
«esm» Hotel Wakeup ) «esmy» Alarm ) A h = “alerting” A h' = “stopped”
start top confirmed A a = "“active” /<\ a'>: “off”
start Iarm A UNCHANGED (1, t
a0 | i ®NTNU
aborted aborted =
A h = “stopped” A h' = “off"
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TLA formulator

l Archiving for Reuse UML Activities,
Collaborations

UML State Machines Java Code

{13 |Reuse Composition
= Editor
Animation
Library and Fixes

Anal TLC Model TLA
nalyzer
alyze Checker Formulator

- N —— MODULE HotelWakeupSystem —
Hotel Wakeup System EXTENDS Naturals
° guest room VARIABLES 1, t, h, a
4 —— ., A
? display "Ready" ]—>® Init 2 matial =

ANi=1At=0 S o
E start  h: Hotel Wakeu a: Alarm Ah = "off" Aa= "off’ AN =1ANv =0
tart alarm — A h = “off" A h' = “started”
. top al t S
(aborted  confirmed e >HoP At o= :‘l‘/\ %/ - (,) . ., A UNCHANGED <a/, t>
V] V] A h = “off" A h' = “started
Lrl Lrl A UNCHANGED (a, t)
p . pay
display "Aborted" startAlert =
g (L 2eplay ) A h = “started” A b’ = “alerting”
x—C — - _ — Aa = "off" Aa = “active”
‘Lkdlsplay Confirmed | A UNCHANGED (i, t)
\. / A
stopAlert =
«esm» Hotel Wakeup ) «esmy» Alarm ) A h = “alerting” A h' = “stopped”
start confirmed A a = “active” A a’ = “off"
A UNCHANGED (1, t
aborted aborted =
A h = “stopped” A h' = “off"
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TLA formulator

l Archiving for Reuse UML Activities,
Collaborations

UML State Machines Java Code

{13 |Reuse Composition
= Editor
Animation
Library and Fixes

Anal TLC Model
nalyzer Checker

TLA
Formulator

- N —— MODULE HotelWakeupSystem —
Hotel Wakeup System EXTENDS Naturals
reception guest room VARIABLES 1, t, h, a
? display "Ready" ]—>® Init 2

Nt =1AN1t=0

a: Alarm Ah="off Aa="off

Bistart  h: Hotel Wakeup

start alar A
mittal =
aborted confirmed stop alarm E=ggStop Ni=1A4 =0
) M| M| A h = “off” Ah' = “started”
Lrl LFI A UNCHANGED (a, t)
- \ A A
— display "Aborted" StartAlmf, o startAlert =
\ J A h = “started” A h" = “alerting ,
m 1 “ . ” ] 1 1] - 1
% (dienlav "Confirmed™ ) Aa="off" Ad’= "active A h = “started” A b’ = "alerting
il T Relidnnie) A UNCHANGED (i, t) N , / N C
\ J - A a = "off’ A a = "active
stopAlert = '
«esm» Hotel Wakeup ) «esm» Alarm ) A h = “alerting” A h' = “stopped” /\ UNCHANGED <Z7 t>
start to confirmed A a = “active” A a’ = “off"
ki A\ UNCHANGED (1, t) .
w—>alert|ng ( start
aborted aborted - E
A h = “stopped” A h' = “off" | J I ‘ 1 [ ]
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Introduce an error

«system»
HotelWakeupSystem «esmy» Hotel Wakeup )

confirmed
start stop @

start alarm —_alarm
) Soppet

aborted @
—.I_’[ display_Ready @
A «esm>» Alarm )

reception guestRoom

-+

aharted theorem__status_h_a
(Ch "started" ) Ca "active" ))

l—[ display Aborted

display Confirmed  J*—— E NTNU

Innovation and Creativity

'Z_
' T_[
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Introduce an error

«system»
HotelWakeupSystem «esmy Hotel Wakeup
confirmed
start sto ! @
reception guestRoom alarm ____alarm
I aborted @

—.I—’[ display_Ready >
A

«esmy Alarm )

ahorted | theorem__Watus_h_a
(Ch "started" ) Ca "active" ))

l_[ display Aborted

display Confirmed  J*—— E NTNU

Innovation and Creativity
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Introduce an error

«system»
HotelWakeupSystem «esmy» Hotel Wakeup
confirmed
sto ! @
reception guestRoom ___alarm
/ stopped
I aborted @

—.I—’[ display_Ready >
A

ahorted | theorem__Watus_h_a
(Ch "started" ) Ca "active" ))

l_[ display Aborted

display Confirmed  J*—— E NTNU

Innovation and Creativity

Z_
' T_[
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TLC error trace

l Archiving for Reuse uML ACtIV:tIeS, UML State Machines Java Code
Collaborations
{13 |Reuse d Composition
Editor
[
o L

Animation

Library and Fixes

Anal TLC Model
n zer
alyze Checker Formulator

Error: Invariant theorem__status_h_a is violated. The behavior up to this point 1is:
STATE 1: <Initial predicate>

/\ h_counter = 0

/\ a_counter = 0

/\ t_counter = 0

/\ a = "_initial"

/\ _status = "pre_execution”
/\ h = "_initial"

/\ display_Aborted_counter = 0

/Nt=20
/\ display_Confirmed_counter = 0@
/\ display_Ready_counter = 0

STATE 2: <Action 1line 46, col 3 to line 55, col 60 of module HotelWakeupSystem>
/\ h_counter =1

/\ a_counter = 0

/\ t_counter = 0

/\ a = "_initial"

/\ _status = "executing"

/\ h = "started"

/\ display_Aborted_counter = 0@

/Nt=20

/\ display_Confirmed_counter = 0

/\ display_Ready_counter = 1

2 states generated, 2 distinct states found, 1 states left on queue. Innovation and Creativity

The depth of the complete state graph search is 2.

www.ntnu.no
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TLC error trace

l Archiving for Reuse UML Activities,
Collaborations

UML State Machines Java Code

{13 |Reuse Composition
[

o Editor theorem__status_h_a

(C h = "started" ) C a = "active" ))

)

Animation
Library and Fixes

D
TLC Model TLA
Analyzer (—{ Checker ’_{ Formulator ﬂ
Error: Invariant theorem__status_h_a is violated. The behavior up to this point 1is:
STATE 1: <Initial predicate>

/\ h_counter = 0

/\ a_counter = 0

/\ t_counter = 0

/\ a = "_initial"

/\ _status = "pre_execution”
/\ h = "_initial"

/\ display_Aborted_counter = 0

/Nt=20
/\ display_Confirmed_counter = 0@
/\ display_Ready_counter = 0

STATE 2: <Action 1line 46, col 3 to line 55, col 60 of module HotelWakeupSystem>
/\ h_counter =1

/\ a_counter = 0
/\ t_counter = 0
/\ a = "_initial"
/\ _status = "executing"

/\ h = "started"
/\ display_Aborted_counter = 0@

/Nt=20

/\ display_Confirmed_counter = 0

/\ display_Ready_counter = 1

2 states generated, 2 distinct states found, 1 states left on queue. Innovation and Ereativity

The depth of the complete state graph search is 2.
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TLC error trace

l Archiving for Reuse UML Activities,
Collaborations

UML State Machines Java Code

S e Competer theorem__status_h_a
Torary o P (C h "started" ) Ca "active" ))

Anal TLC Model
nalyzer Checker

TLA
Formulator

Error: Invariant theorem__status_h_a 1s violated. The behavior up to this point 1is:
STATE 1: <Initial predicate>

/\ h_counter = 0

/\ a_counter = 0

/\ t_counter = 0

/\ a = "_1initial"

/\ _status = "pre_execution"

/\ h ="_initial"

/\ display_Aborted_counter = 0
/Nt =20

/\ display_Confirmed_counter = 0
/\ display_Ready_counter = 0

STATE 2: <Action line 46, col 3 to line 55, col 60 of module HotelWakeupSystem>
/\ h_counter =1

/\ a_counter = @

/\ t_counter = @

/\ a = "_initial"

/\ _status = "executing"

/\ h = "started"

/\ display_Aborted_counter = 0
Nt=20

/\ display_Confirmed_counter = @
/\ display_Ready_counter = 1

2 states generated, 2 distinct states found, 1 states left on queue.
The depth of the complete state graph search is 2.
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TLC error trace

l Archiving for Reuse UML Activities,
Collaborations

UML State Machines Java Code

S e Competer theorem__status_h_a
Torary o P (C h "started" ) Ca "active" ))

Anal TLC Model
n zer
alyze Checker Formulator

Error: Invariant theorem__status_h_a is violated. The behavior up to this point is:
STATE 1: <Initial predicate>

/\ h_counter = @

/\ a_counter = @

/\ t_counter = 0

/\ a = "_initial"

/\ _status = "pre_execution"

/\ h = "_initial"

/\ display_Aborted_counter = @
Nt=20

/\ display_Confirmed_counter = @
/\ display_Ready_counter = @

STATE 2: <Action 1line 46, col 3 to line 55, col 60 of module HotelWakeupSystem>
/\ h_counter =1

/\ a_counter = 0

/\ t_counter = 0

/\ a = "_initial"

/\ _status = "executing"

/\ h = "started"

/\ display_Aborted_counter = 0

/Nt =20 |7~" I ",\I l l
/\ display_Confirmed_counter = 0 E

/\ display_Ready_counter = 1 ' o
Innovation and Creativity
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Analyzer feedback

Archiving for Reuse UML Activities, i «SYS fem»
. UML State Machines
l Collaborations HotelWakeupSystem
{13 |Reuse . Composition C
E@ Editor Gen
— reception guestRoom
Animation
Library and Fixes
TLC Model
Analyzer (—{ Checker ’(—{ Formulator I
display_Ready —>®
——— ‘

h: HotelWakeup

startAlarm

stopAlarm

l_[ display Aborted

Z_
' L[

display Confirmed ]‘

BNTNU

Innovation and Creativity
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Analyzer feedback

Archiving for Reuse UML Activities, i «SYyS tem»
. UML State Machines
l Collaborations HotelWakeupSystem
ﬁ Reuse Composition C
Editor
E@ Gen -
S reception guestRoom

Animation

Library and Fixes

Anal TLC Model
n zer
alyze Checker Formulator

-+

display Ready

r[ display Aborted

X_
' L[

display Confirmed }‘

BNTNU

Innovation and Creativity
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Analysis framework

B NINU
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sis framework
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Analysis framework
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Analysis framework

Theorems

r

Bounded Queue

Dlagnoses

r

Unbounded
Queue

Unrestrained

Join Combo

Producer

|
|
|
|
Insert Fork /|1
|
|
|
/

Innovation and Creativity

www.ntnu.no
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Example

LocationTracker

mobileClient locationServer

target 54>I ’[ storePosition ]
> * detectPosition ) {

|X|

‘ ’[ comparePositions ]

18.‘—

[#selse]  |[ssdist < 20m]

»2i clientclose

B NINU

Innovation and Creativity

close [+
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Example

theorem_mobileClient_locatianServer_e3_K_bounded
( mobileClient_locationServer_e3 <=5 )

LocationTracker

mobileClient lo onServer

target §4>| ’[ storePosition )
- * detectPosition ) }

IXI

Theorems

r

Bounded Queue

‘ ’{ comparePositions ]

e N

1 2

theorem_mobileClient_locationServer_e7_K_bounded Ht—

( mobileClient_locationServer_e7 <=5 ) [3’3“-"5‘-’] ['ii‘iidist < 20m]

»=i clientclose

theorem_locationServer_mobileClient_el2_K_bounded E ‘\‘ I ‘\" l
( locationServer_mobileClient_el2 <= 5 )

Innovation and Creativity

close [

www.ntnu.no
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Trace (State

€ Internal Behavior The queue mobileClient locationServer e7 is not bounded.

Trace: h | 1/7 | ‘ \j | | % ‘

LocationTracker

— ]

off

mobileClient locationServer

’[ storePosition ]
target 2
4.I—’ _"[ detectPosition ] i
TlT
al

comparePositions ]

18‘—

[s'selse] |[ss dist < 20m]

»23 clientclose

BNTNU

Innovation and Creativity

close K=

www.ntnu.no
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Trace (Transition |)

€ Internal Behavior The queue mobileClient locationServer e7 is not bounded.

Trace: | <o 1/7 o b4
LocationTracker
mobileClient locationServer

target —)¢ ’[ storePosition ]
_’{ detecthition ] i
o

comparePositions ]

=4 clientclose

B NINU

Innovation and Creativity

close
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Trace (State 2)

€ Internal Behavior The queue mobileClient locationServer e7 is not bounded.

e [8] [7] 777 [2] (3] [®]

LocationTracker

mobileClient locationServer
—.I_’ \1 ’[ storePosition ]
_’{ detectPosition ] i

o
-G

e »  comparePositions )

r
e
[3;‘3;‘3'59] [ﬁi"&: dist < 20m]

»= clientclose

BNTNU

Innovation and Creativity

close =
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Trace (State 2)

€ Internal Behavior The queue mobileClient locationServer e7 is not bounded.

e [8] [7] 777 [2] (3] [®]

LocationTracker

mobileClient locationServer

—.I_’ \X g storePosition )
_’{ dete-ctl]osition ] }

|X:

T

e ’[ comparePositions ]
r
e
[3;‘3; else] [ﬁi"&: dist < 20m]

»= clientclose

BNTNU

Innovation and Creativity

close =
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Trace (State 2)

€ Internal Behavior The queue mobileClient locationServer e7 is not bounded.

e [8] [7] 777 [2] (3] [®]

LocationTracker
F "tracking" )
mobileClient locationServer
II \)( (1) gl storePosition )
— detectPosition ] }
l |X:
T‘P
e \ 1 »_ comparePositions )
y ~7
o
[3;‘3;‘3'59] [ﬁi"&: dist < 20m]
close = »= clientclose

BNTNU

Innovation and Creativity
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Trace (Transition 2)

€ Internal Behavior The queue mobileClient locationServer e7 is not bounded.

Trace: ; 2/7 (= *
LocationTracker
F "tracking” |
mobileClient locationServer
.I \1 ’[ storePosition ]
—>| detectPosition ] ;
IXI
T:F
1
= S
e » comparePositions |
g
[4°s dist < 20m]
close K+ »= clientclose
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Symptom, diagnosis and fix

Q) Error Log |2 Inspection £3 . v Tasks | [Z Problems| = Properties | & Console| £ Synchronize|
Description Element Name
5, The node fO might be part of an unrestrained producer cycle |3 fo no.ntnu.item.arctis.examples.anal
9 The queue mobileClient_locationServer_e7 is not bounded. /" e7 no.ntnu.item.arctis.examples.anal

v So what should | do?

7 Insert Fork/Join Combo
Inserts a fork right after
the overflownnode y, e —mmmm e ——mm———— N
crossing, a join right '
after the triggering
node / crossing and an
edge between them. This
creates a feedback loop.

Unrestrained Insert Fork /

Producer Join Combo

. e e e e e e - -
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Symptom, diagnosis and fix

‘@] Error Log | ‘linspection 53 . Tasks | |2 Problems | I Properties | £l Console | 5" Synchronize|
Description Element Name
5, The node fO might be part of an unrestrained producer cycle |3 fo no.ntnu.item.arctis.examples.anal
9 The queue mobileClient_locationServer_e7 is not bounded. /" e7 no.ntnu.item.arctis.examples.anal

+ So what should | do? S
mMptom
» Insert Fork/Join Combo y P

Inserts a fork right after

the overflownnode;, ——m— - . ———————— . ———m -

crossing, a join right h F|X Diagnoses

/

|

. . |

after the triggering |
node / crossing and an .i> Unbounded

|

|

\

Unrestrained Insert Fork /

Queue Producer Join Combo

edge between them. This
creates a feedback loop.

. e e e e e e - -
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Full screenshot

{ a - { a : N = N e z 2 y =
[T] LocationTracker.tla |#% LocationTracker | LocationTracker &3 ”7 B |([Z! Diagnosis 52 8
M

@ Internal Behavior The queue mobileClient locationServer e7 is not bounded. 5 Unknown Source

Trace: "‘}“‘ |_ 1/7 ' - ‘;l \'%“

LocationTracker

v What's wrong?

n a few words:

The node fO might be part of
an unrestrained producer cycle

mobileClient locationServer

‘{ e
target 541_’ L storePosition ]
detectPosition {

(%]

v Which elements are affected?

Name: fO

no.ntnu.item.arctis.examples.
Path: analyzertests::
LocationTracker::

[ ags
o | comparePositions

N

Type: org.eclipse.uml2.uml.Fork?}
.8.4_
[ii else]

[i-‘i dist < 20m] Project: P/no.ntnu.item.arctis.exarm

close & ~ So what should | do?

—

Insert Fork/Join Combo
Inserts a fork right after
the overflown node /

- crossing, a join right

3 after the triggering

nx node / crossing and an
_____________________ B R edge between them. This

(X) Behavior] External| creates a feedback loop.

Q Error Lo [[% Inspect 53\ Tasksbﬁl 2k Problem’] = Properti | E Consolen] &0 Synchrou] = ml|

. e - ?
Bl % B More Help?
Description Element Name
:, The node fO might be part of an unrestrained producer cycle (2 fo no.ntnu.item.arctis More help:

@ The queue mobileClient_locationServer_e7 is not bounded. /" e7 no.ntnu.item.arctis . L.
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Fix applied

LocationTracker2
mobileClient locationServer

target B ’{ storePosition ]
I > ’[ detectPosition ] ;
lxt

comparePositions ]
' I: ;

-
[#selse]  |[3: dist < 20m]
close & »= clientclose
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Fix applied

LocationTracker2

mobileClient locationServer

target 541 ’[ storePosition ]
- * detectPosition ) {

1X'

comparePositions J

'

.8»4—
[+s else] [3°s dist < 20m]

close &= »= clientclose
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