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Abstract
In fault-tolerantcomputing, dependabilityof systemsis usu-
ally demonstratedby abstracting fromfailure probabilities
(undersimplifyingassumptionson failureoccurrences).
In the specificationframework FOCUS, we show under
which conditionsandto which extentthis is sound:We use
a specificationlanguagethat is interpretedin theusualab-
stractmodelandin a probabilisticmodel.Wegiveprobabil-
ity boundsshowingthedegreeof faithfulnessof theabstract
modelwrt. theprobabilisticone. Theseincludecaseswhere
theusualassumptionsarenot fulfilled.

1. Intr oduction

Formal methods have been substantially applied in
safety-criticalsystemsto ensurea high degreeof depend-
ability by proving correctnessof thesystemdesign.

To keepreasoningfeasible,formalverificationof safety-
critical systemsoftenabstractsfrom failureprobabilitiesby
assumingthatfailureis maskedperfectly. Failureprobabil-
itiesof underlyingcomponents(suchashardware)arecon-
sidered(usingMarkov models)in isolationfrom thewhole
system. For this one usually makes simplifying assump-
tions,e.g.that the failuredistributionsof differentcompo-
nentsarenot correlated,do not changeover time or with
useof thecomponent,that failuresdo not remainlatentfor
aperiodof time to becomeeffectiveonly lateretc.

To show underwhich assumptionsand to what extent
this approachis sound,we usea specificationframework
thatallowsoneto

� obtainconcreteinformationon the degreeof depend-
ability of the overall system,given the dependability
of theusedfault-tolerancecomponentsandto
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� do without someof thesimplifying assumptionscom-
monlymade(e.g.independenceof failureprobabilities
from previoushistory).

Concreteestimatesareusefulsinceonewould like to em-
ploy no more redundancy than necessary, sinceincreased
replicationmay lead to increasedcost, decreasedperfor-
mance,andcanevenitself causefailuresdueto theincrease
in complexity [25]. Thisappliesespeciallywheretight con-
straintson hardwareor performancemust be met, e.g. in
embeddedsystems.

In the framework of FOCUS [5, 6] (supportedby the
tool AUTOFOCUS [16]) we definea specificationlanguage
(where specificationsare formulatedas nondeterministic
programs)thatis interpretedat two levelsof abstraction:

� in theabstractmodelonemayreasonaboutthesystem
in asimplewayby treatingfault-tolerancecomponents
as“black boxes”,

� in theprobabilisticmodel,thefailureprobabilitiesare
retained.

We give resultson the degreeof faithfulnessof the ab-
stractmodelwrt. theprobabilisticone.

A commoncriticism of probabilistic formal modelsis
that in practiceit is not always possibleto obtainprecise
probabilitiesto incorporateinto theformal model.Another
new aspectof our work is that in sucha caseonemayrea-
sonqualitatively ratherthanquantitatively: Thedependabil-
ity of a replicationmechanismcanbe specifiedasa func-
tion of a safetyparameter(e.g. the numberof replication
copies)andcanthusbe definedasympoticallyratherthan
concretely(examplesaregivenin Section4).

In thenext subsectionwe providebackgroundandpoint
out relatedwork. In Section2 we presentthe specifica-
tion framework used. Section3 interpretsit in the ab-
stractmodel. In Section4 we give definitions regarding
fault-tolerancecomponentsand provide examplesand re-
sultson their degreeof safety. Section5 givesthe proba-
bilistic modelandSection6 thefaithfulnessof theabstract
modelwrt. the probabilisticone. In Section7 we give as
an examplethe specificationof a fault-tolerantunbounded



buffer. Section8 givesafault-tolerantring storageasafinal
example,after thatwe conclude.Theappendixgivesproof
sketchesomittedfrom themainbody.

1.1. Fault-tolerant systemsand Formal Methods

A centralrequirementon safety-criticalsystemsis high
dependability. Sincethereare failuresin any operational
system,fault-toleranceis usedat executiontime “to pro-
vide, by redundancy, servicecomplyingwith thespecifica-
tion in spiteof faultsoccurredor occurring”[20].

Fault-toleranceusuallyinvolvesfault detectionandfault
masking. Fault maskingmay require complex protocols
whosecorrectnesscan be non-obvious [25]. Other mea-
suressuchas assessingdamage,error recovery and fault
removal arenot in thefocusof our currentapproach.

Forms of redundancy commonly employed include
spaceredundancy (physical copies of a resource),time
redundancy (rerunningfunctions)and information redun-
dancy (error-correctingcodes). Generally, fault-tolerance
using redundancy dependson statistical independence
amongthe failure occurrences.This is reasonableto as-
sumefor hardwarecomponentfailuresbut lessclear wrt.
hardwareor softwaredesignflaws [7].

Reliability goalsfor safety-criticalsystemsareoftenex-
pressedquantitatively via the maximum allowed failure
rate. For example,critical servicesof the AdvancedAu-
tomationSystem(AAS, providing Air Traffic Control ser-
vices)shouldbe unavailableat most3 secondsa year[9].
To preventany singlecatastrophicfailure in any aircraftof
agiventypeduringits entirelife-time oneestimatesthatthe
maximumadmissiblefailureratefor eachfailurecondition
is about ���	��
 perhour[21, p.37].Since ����
 hoursamounts
to over100,000years,onemaynot achieveconfidencethat
asystemhassuchadegreeof dependabilityjustby testing.

This motivatesthe useof formal methods.Facedwith
feasability aspects(such as the state explosion problem
[27]), one often abstractsfrom probabilitiesby assuming
that failures are masked perfectly, in order to keep the
modelassimpleaspossible.Thenprobabilisticbehaviour
is factoredout into fault-tolerancecomponents.To evaluate
their dependabilitya rangeof modelshasbeendeveloped
(with advancedtools), suchasReliability block diagrams,
Markov modelsandstochasticPetriNets(for an overview
cf. [13, 28]). [2] shows how to decomposea fault-tolerant
programinto a fault-intolerantprogramanda setof fault-
tolerancecomponents(probabilisticaspectsarenot consid-
ered).

The “relevance[of formal methods]to the actual run-
ning of theprogramis only asgoodasthedegreeof faith-
fulnessto which the model representsreal executionsof
the program” [22]. Following this, formal modelshave
beendevelopedthat includeprobabilisticinformation,e.g.

[18, 23, 14, 26, 3, 11] (cf. alsowork on performanceevalu-
ationin [15, 10, 4]). Herewe follow thealternative (andto
our knowledgenew) approachof showing, within a formal
model,underwhich assumptionsandto what degreenon-
probabilisticmodelingof safety-criticalsystemsis faithful
to reality. In particularwe treatcaseswhereusualassump-
tions(suchashistory-independenceof failures)areviolated
(note that Markov modelsmay also be able to treat such
cases,but so far this doesnot seemto be accountedfor
in the non-probabilisticformal modelsfrom which proba-
bilistic behaviour is factoredout asdescribedabove). Even
thoughour applicationherearefault-tolerantsystems,the
generalideashouldbeapplicableto othersituationswhere
probabilitiesoccur. For example,[1] givessimilar work re-
gardingtheformalmethodstreatmentof cryptography.

2. Specificationlanguage

The specificationsin our framework are formulated
asnondeterministic,concurrentlyexecutingprocesses[6].
Communicationis asynchronousin thesensethattransmis-
sion of a value cannotbe preventedby the receiver (i. e.
processesare input-total in the senseof [17] – one may
modelsynchronouscommunicationusinghandshake [6]).
Systemscanbecomposedusingtheoperator definedbe-
low.

A process� is a collectionof programsthatcommuni-
catesynchronously(in rounds)throughchannels,with the
constraintthat for eachof its outputchannels� , � contains
exactly one program ��� that outputson � . This program
��� may take input from any of � ’s input channels. Intu-
itively, theprogramis a descriptionof a valueto beoutput
onthechannel� in round����� , computedfrom valuesfound
on channelsin round � (this is madeprecisein Section3).
Local statecanbemaintainedthroughthe useof feedback
channels,and usedfor iteration (for instance,for coding
while loops).

To beableto reasoninductively onsyntax,weuseasim-
plespecificationlanguagefrom [19, 1]. Weassumedisjoint
sets�����������! #" of channels,$%�	& of variablesand' of data
values. The valuescommunicatedover channelsare for-
malexpressionsbuilt from theerrorvalue ( , variables,val-
ueson inputchannels,anddatavaluesusingconcatenation.
Precisely, the set )+*-, of expressionscontainsthe empty
expression. and the non-emptyexpressionsgeneratedby
thegrammar
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An occurrenceof a channelname � refersto the value
foundon � at thepreviousinstant.Theemptyexpression.
denotesabsenceof outputon a channelat a givenpoint in
time. Theerrorvalue ( signalsa failure. We write ��)+*-,
for the setof closedexpressions(thosecontainingno sub-
termsin $A�8&CBD�����������! #" ).
Definition 1 (Nondeterministic)programsare definedin-
ductively by:

� 0>043 programs/
outputof expressionEGFIHKJ8EML �DN L �PO nondeterminismF Q /R3S/ O HIJ�EGT � EGU4VGE ��O conditionalWYXZVME / N Q�5 0>0\[^] N_� EGU4VGE �PO breakup list

Here
/a`Y/ O 6 )b*-, areexpressions.Variablesareintro-

ducedin caseconstructs,whichdeterminetheirvalues.The
caseconstructtestswhether

/
is a list with head5 andtail[

; if so,� is evaluated,usingtheactualvaluesof 5 `c[ ; if not,
�PO is evaluated(againthis is madeprecisein Section3). In
thecaseconstructs,5 and

[
areboundvariables.A program

is closedif it containsnounboundvariables.

Definition 2 Any programobtainedfrom a program� by
substitutingeachsubconstructEMFIHIJ�EGL � < N L � ? eitherby � <
or by � ? is calledadeterministiccomponentof � . We writedfe ��g for thesetof deterministiccomponentsof theprogram
� .

Example Theprogram

��hjilk3 F Q /R3 ( HIJ�EGT e EMFIHKJ8EML ��N L ��g EGUmVME e EGFIHKJ8EML �nN L ��g
has four different deterministiccomponents,eachof the
form F Q /R3 ( HKJ8EMTnofEMUmVME_p with o ` pa6rq � ` ��s .
Definition 3 A process is of the form � 3
e#t `Yu�`wvb` e ���xg �wy{z| g where

� t^} �����8�����! #" is thesetof its in-
put channels,

� u } �����8�����9 :" is the set of its
outputchannels, ...

...

...

L

I

O

P

� v } �����8�����! #" is thesetof its local channels,and

� each��� ( � 6�~u hMilk3�u B v ) is a closedprogramwith

input channelsin ~t hMilk3 t B v . From inputson ~t at a
givenpoint in time, ��� computestheoutputon � at the
following point in time.

We usuallywrite
tG�

,
u �

and
v �

for the setsof input,
outputandlocal channelsof the process� (which areas-
sumedto be mutually disjoint, aswell as the setsof local
channelsof differentprocesses).They areusedto storelo-
cal statebetweentheexecutionroundswhichcanbeshared
amongthe programsof a process.We write

d_e ��g for the
setof deterministiccomponentsof the process� , defined
analogouslyto thecaseof programs.

Definition 4 (Data accessbounds) For any program� , we
definea bound � e ��g on thenumberof dataaccessesduring
oneiterationof theexecutionof � :

� � e / g 3 � for anexpression
/ 6 )+*-,

� � e EMFIHKJ8EML ��N L �PO�g 3��a�Z� e � e ��g ` � e �PO�gcg
� � e F Q /R3S/ O HIJ�EGT � EGUmVME � O g 3��a�Z� e � e ��g ` � e � O gwg����
� � e WxXZVGE / N Qn5 0>0	[^] N{� EMUmVME �PO�g 3��a�Z� e � e ��g ` � e ��OIgcg
���

For a process� 3 e#t `Yu�`Yv@` e ���xg �wy�z| g we define � e ��g 3� �wy�z| � e ���xg .
Wenotethatthisdefinitionactuallycapturestheintended

meaning.

Fact 1 Givenany process� , to computeoneoutputtuple
from an input tuple, � has accessto data at most � e ��g
times.

3. Abstract Model

We interpretprocessesin the abstractmodelof stream-
processingfunctions,after recallingdefinitionson streams
andstream-processingfunctionsfrom [6].

3.1. Stream-processingfunctions

We write ���M&Z�!�8����hMilk3 e ��)b*-,��-g � (where � }
�����8�����9 :" ) for the set of � -indexed tuplesof (finite or
infinite) sequencesof closed expressions,called (timed)
streams[6]. Eachstream ���6 �-�j&Z�9����� is a tuple con-
sisting of components�� e �Mg (for each � 6 � ) that denote
the sequenceof expressionsappearingat the channel� at
executiontime. The �-�#� elementin this sequenceis theex-
pressionappearingat time � 3 � (time is assumedto be
discrete).

A process � 3 e:t `xu�`wvb` e ���xg �wy{z| g is interpretedby
a total stream-processingfunction � �2��    0 ���M&Z�!�8��¡£¢e ���M&Z�!�8� | g¥¤9¦

��§
from input streamsto familiesof output

streamsindexedby thedeterministiccomponentsof � (we
use families of streamsinsteadof setsof streamssince
this simplifies the presentationof later definitions). Thus



� �¨�©    e �� gcª denotesthe outputstreamcomputedby the com-
ponent« of � from theinput stream�� .

Any function � �¨�©    arising from a processin our lan-
guageis causal, which meansthat the �¬�R� st expression
in any output sequencedependsonly on the first � input
expressions. Thus, we restrict our attention to causal
stream-processingfunctions.

The composition of two stream-
processingfunctionsZ® 0 ���M&Z�!�8� ¡l¯ ¢ e ���M&Z�!�8� | ¯ gc° ¯
( o 3 � ` � ) with

uA<@±²u+?73´³
is de-

finedas

... ...

... ...

I1 I2

f1 f2

O1 O2

 <   ? 0 ���M&Z�!�8��¡A¢ e ���M&Z�!�8� | g °_µj¶8°�·
(with

t 3 e#t < B t ? g�¸ e u < B u ? g , u¹3 e u < B u ? g�¸ e#t < Bt ? g ). Herefor any ���6 ���M&Z�!�8��¡ , the
e ; < ` ; ? g -component

of
 <   ? e �� g (for

e ; < ` ; ? g 6Rº <n» º ? ) is definedto be���¼ | , where �� 6 ���M&Z�!�8� ¡¾½ | is the uniquestreamwith���¼ ¡ 3 �� ¼ ¡ and ��D¼ | ¯ 3 Z®we �� ¼ ¡l¯ gc¿ ¯ ( o 3 � ` � ). For �� 6
�-�j&À�!�8��� and �AO } � , the restriction ��@¼>��Á 6 �-�j&Z�9������Á
is definedby ���¼>��Á e �Mg 3 �� e �Mg for each � 6 �AO . Since
theoperator is associative andcommutative [6], we can
defineageneralisedcompositionoperatorÂ ® y�¡ Z® for asetq Z® 0 oÃ6 t s of stream-processingfunctions.

Example Suppose
 0 ���M&Z�!�8�ÅÄYÆMÇÈ¢ �-�j&À�!�8�

?
ÄYÉÊÇ `�e �� g 3ÌË � 020 �� ` � 0>0 ���Í is the stream-processingfunction

with input channelÎ , outputchannelÏ andtwo determinis-
tic componentsthatoutputsthe input streamprefixedwith
either0 or 1, and Ð 0 �-�j&À�!�8��ÄwÉÊÇ�¢Ñ���M&Z�!�8�

?
Ä � Ç ` Ð e �� g 3Ë � 020 �� ` � 0>0 ��ÀÍ the functionwith input (resp.output)chan-

nel Ï (resp.� ) thatdoesthesame.Thecomposition
 �Ð 0

�-�j&À�!�8�ÅÄYÆMÇn¢Ò���M&Z�!�8�²ÓÄ � Ç `  �Ð e �� g 3ÔË � 0>0 � 0>0 �� ` � 0>0
� 0>0 �� ` � 0>0 � 0>0 �� ` � 0>0 � 0>0 ���Í outputsthe input streampre-
fixedwith oneof the2-elementstreams� 0>0 � ` � 020 � ` � 0>0 �
or � 0>0 � . (We use

Ë Í to denotetuplesarisingfrom compo-
nentsof anondeterministicfunction.)

3.2. Associatinga stream-processingfunction with
a process

We interpret any process � 3 e#t `Yu�`Yv@` e � � g �wy�z| g
as a stream-processingfunction � �2�©    0 ���M&Z�!�8� ¡ ¢e ���M&Z�!�8� | g¥¤Õ¦

��§
.

For any closeddeterministicprogram� with inputchan-

nelsin ~t and �Ö 6 ��)b*-, z¡ , we define � ��  e �Ö g 6 ��)b*-, in
Figure1, so that � �8  e �Ö g is theexpressionthat resultsfrom
running � once,when the channelshave the initial values
given in �Ö . In the definition,

/ e �Ö g denotesthe resultof
substitutingeachoccurrenceof � in

/
by �Ö e �jg . We write

��� /�× 5   for the outcomeof replacingeachfree occurrence

of 5 in program� with the term
/

, renamingvariablesto
avoid capture.

Then for any nondeterministicprogram � with input
channels~t andoutputchannel� andany ���6 ���M&Z�!�8� z¡ we
define � ��  e �� g 6 e ���M&Z�!�8���xg ¤9¦mØ

§
asfollows: For eachdeter-

ministic component��O of � , let the �PO -componentof � �8  e �� g
bethe(unique) �� 6 �-�j&Z�9����� with

� ��ÊÙ 3 � ��O4  e . `MÚjÚMÚj` .�g and

� ��¥Û\Ü <C3 � �PO¨  e �� Û8g
where ��¥Û is the � th elementof thestream�� .

Finally, a process� 3 e#t `Yu�`Yv@` e � � g �wy{z| g is interpreted

as the composition � �¨��    hMilk3 Â �wy�z| � � �   0 ���M&Z�!�8� ¡ ¢e ���M&Z�!�8� | g¥¤9¦
��§

.

Examples

� � F Q � 3 . HIJ�EGT . EMUmVME �G  e �� g 31Ë . Ú �� Í wherefor any � 6Ý
, ��¥Û 3 . if �� Û 3 . and ��¥Û 3 � otherwise(and � 6
�����������! #" ).

� � EGFIHKJ8EML �bN L .�  e �� g 3 Ë . Ú �� ` e . ` . ` . `jÚMÚMÚ g Í (for � 6
�����������! #" ). Thus the nondeterministicchoicesare
resolvedatcompile-time.

� For the process� with
tG� 3 qjo s `Au � 3 q�Þ s andv � 3 q�ß s andwith �Pà hMilk3 ß 020 o and ��á hMilk3 ß 0>0 o we

have � �¨��    e �� g 3RË e . ` �� Ù ` �� Ù 0>0 �� <À` �� Ù 0>0 �� <+020 �� ?\`MÚjÚMÚ g Í .
4. Fault-Tolerance

We assumethatoccurringfailuresaredetectedimmedi-
ately(via “built-in self tests”(BIST) [25] or “detectors”[2])
andthe processaccessingthe datareceivesthe error mes-
sage( . The interpretationof ( maydependon thefailure
semanticsof the systemunderconsideration(for example,
missingadeadlinecouldbeconsideredafailure,cf. below).

For simplicity, we assumethat the samefailure distri-
bution andthesamereplicationmechanism,denotedby â ,
apply throughoutthe whole system. Whenever a process
(in therole of theclient in theterminologyof [8]) requests
a datavaluefrom thesystem,â forwardstherequestto the
replicationcopies(servers [8]; e.g.hardwarecomponents)
in questionandcomputesa result from the respective re-
sultsof theservers(e.g.by majority vote). Fromthepoint
of view of theclientsmodelledin our language,replication
is transparent.

Herewe model â asa family of distributions ãMä on the

set å��8æ: #ç�&Z�9"�hjilk3 q � ` �\sjè of
Ý

-indexed sequences.This
means,for eachsafetyparameter é 6 Ý

(e.g. the num-
ber of replicationcopies), ãMä is a probability distribution
on å��8æ: #ç�&Z�9" . Here for any �êë6 å��8æ# :ç�&Z�!" and � 6 Ý

,



� /   e �Ö g 3ì/ e �Ö g / 6 ��)b*-,
� F Q /R3S/ O HIJ�EGT � EMUmVME ��O4  e �Ö g 3 � ��  e �Ö g if � /   e �Ö g 3 � / O4  e �Ö g
� F Q /R3S/ O HIJ�EGT � EMUmVME ��O4  e �Ö g 3 � ��O4  e �Ö g if � /   e �Ö g+í3 � / O4  e �Ö g
� WxXZVGE / N Q�5 0>0\[î] N{� EGUmVME ��O4  e �Ö g 3 � ��� ï × 5 ` � ×Z[  >  e �Ö g if � /   e �Ö g 3 ï 0>0 � with ï 6rq (©sÃBð$A�8&ñB^'òB ~t
� WxXZVGE / N Q�5 0>0\[î] N{� EGUmVME ��O4  e �Ö g 3 � ��O4  e �Ö g if � /   e �Ö g 3 .

Figure 1. Definition of � �8  e �Ö g in the abstract model.

�ê Û 3 � meansthat the �-�#� dataaccessto theserver during
an executionof a client raisedan unmasked failure, while
�ê Û 3 � denotessuccessfulmasking(or absence)of a fail-
ure.Thustheprobabilitythatthe �-�#� accessraisesa failure
is óÃô��:�ê�õ ãMä 0 �ê Û 3 �G  (theprobability thata samplefrom
ãMä drawn accordingto its probability distribution has1 as
its �-�#� entry).

Definition 5 Let � e é ` �cg 0ÕÝ » Ý ¢ö� � ` �G  beafunctionthat
takesasafetyparameteré andthenumberof accesses� and
givesa probability. A replicationmechanismâ 3 e ãjä�g¥ä
is called � e é ` �cg -safe if for any

e é ` �cg 6 Ý » Ý
we have

ó_ô��:�êAõ ãjä 0 �ê �
3 �M �÷r� e é ` �cg .

In the following subsectionswe recall two well-known
examplesof replicationmechanismsandconsidertheir de-
greeof safety, dependingon the failure semanticsof the
underlyingserver.

4.1. Crash/performancefailur e semantics

Supposethe servers whosepossiblefaults have to be
masked have crash/performancefailure semantics(mean-
ing that the server may crashor may deliver the requested
dataonly after the specifiedtime limit, but it is assumed
to bepartiallycorrect).Supposethatthereplicationmecha-
nism â �Êø Ø consistsof agroupof é replicatedservers(where
é 6 Ý is thesafetyparameter)andthegroupoutputis deter-
minedby thefastestmember. Supposethat for eachserverù

theprobabilitythat
ù

fails (wrt. to thecrash/performance
failuresemantics)is � , andthefailureeventsof thedifferent
copiesareindependentfrom eachother, andalsoindepen-
dentfrom theprevioushistory.

Fact 2 â �Êø Ø is a � e é ` �cg -safe replication mechanismfor

� e é ` �cg hMilk3 � ä .
Now supposethat the probability that

ù
fails at the �Ê�#�

accessis �DúZ� × e ���ë��g (e.g.,
ù

may dependon mechanical
partswhosefailurerateincreaseswith time)anddenotethe
replicationmechanismaccessingit asaboveby â O �Êø Ø . Then
weobtainthefollowing result.

Fact 3 â+O�Êø Ø is a � e é ` �cg -safereplicationmechanismfor

� e é ` �cg�hjilk3 e �îúG� × e �����Àgcg ä Ú

Notethat in this exampletheusualassumptionthat fail-
ureratesaretime-independentis violated.

4.2. Value failur e semantics

Supposenow thattheserverhasvaluefailuresemantics,
i. e. theservermaydeliver incorrectvalues(representedby
theerrormessage( ). Supposethat the replicationmecha-
nism âbû consistsof a groupof ��ú�é��ò� replicatedservers
andthe groupoutput is determinedby majority vote (thus
theresultis correctunlessat leastéÃ�r� serversarecorrupt).
Supposeagainthat for eachserver

ù
theprobability that

ù
fails is � , andthat the failureeventsof thedifferentcopies
areindependentfrom eachother, andfrom theprevioushis-
tory.

Fact 4 â+û is a � e é ` �cg -safe replication mechanism for

� e é ` �cg hMilk3 � äGÜ
<
.

Now supposeagainthat the probability that
ù

fails at
the �Ê�#� accessis �²ú	� × e �ñ�ü�Àg and denotethe replication
mechanismaccessingit asaboveby âbOû .
Fact 5 â+Oû is a � e é ` �cg -safereplicationmechanismfor

� e é ` �cg�hMilk3 e �îúM� × e ���S��gwg äGÜ
< Ú

5. Probabilistic Model

We give a secondinterpretationof processes,which
takes probability into account. A process � 3
e#t `Yu�`Yv@` e � � g �wy�z| g defines a distribution ýþ�Aÿ�� on the
set of stream-processingfunctions

 0 ���M&Z�!�8� ¡ ¢e ���M&Z�!�8� | g¥¤9¦
��§

.
For any closeddeterministicprogram� with inputchan-

nels in ~t , any �Ö 6 ��)+*-, z¡ andany �ê�6 å��8æ: #ç�&À�!" , we
define � �8 ��� e �Ö g 6 ��)b*-, in Figure2, so that � �� ��� e �Ö g is
the expressionthat resultsfrom running � once,whenthe



� /   Ù�� �� e �Ö g 3�/ e �Ö g for
/ 6 ��)b*-,

� /   < � �� e �Ö g 3 (
� F Q /ë3S/ O HKJ8EMT � EGU4VGE �PO¨  � � �� e �Ö g 3 � �8 ��� e �Ö g if � /   � � �� e �Ö g 3 � / O2  � � �� e �Ö g
� F Q /ë3S/ O HKJ8EMT � EGU4VGE �PO¨  � � �� e �Ö g 3 � �PO2 ��� e �Ö g if � /   � � �� e �Ö g=í3 � / O2  � � �� e �Ö g
� WxXÀVME / N Q�5 020\[î] NÃ� EMUmVME �PO¨  � � �� e �Ö g 3 � �PO¨ ��� e �Ö g if � /   � � �� e �Ö g 3 .
� WxXÀVME / N Q�5 020\[î] NÃ� EMUmVME �PO¨  � � �� e �Ö g 3 � ��� ï × 5 ` � ×À[  > ��� e �Ö g if � /   � � �� e �Ö g 3 ï 020 � where ï 6¬q (©sÃB^$%�	&CB^'òB ~t .

Figure 2. Definition of � �� ��� e �Ö g in the probabilistic model.

channelshave theinitial valuesgivenin �Ö andgivena se-
quenceof failureoccurences�ê . In thedefinition, � Ú �ê is the
sequencearisingfrom prefixing �ê with 0.

Then for any non-deterministicprogram � with input
channels ~t andoutputchannel� , any �� 6 ���M&Z�!�8� z¡ and
any �ê76 å��8æ: #ç�&Z�9" we define � �� ��� e �� g 6 e ���M&Z�!�8� � g¥¤Õ¦4Ø § as
follows. For any deterministiccomponent��O of � , let the
� O -componentof � �8 ��� e �� g bethe(unique) �� 6 ���M&Z�!�8� � with

� ��ÊÙ 3 � �PO¨  ��� e . `MÚMÚjÚM` .\g
� �� Û\Ü < 3 � ��O4  ��	�
 µ e �� Û g .

Here the ê Û (for � 6 Ý ) denotedisjoint subsequencesof
�ê . Thus,dependingon �ê , failuresmayor maynot be inde-
pendentin differentiterationsof the program(so we need
not make theusualassumptionon history-independenceof
failure).

Given �ê , aprocess� 3 e#t `Yu�`Yv@` e � � g �wyÃz| g is interpreted

asthecompositionýþ�Aÿ �� hjilk3 Â �wy�z| � � �   �� (againthe ê � are
disjointsubsequencesof �ê ).

Finally, ý:�Aÿ�� 3 q ýþ�Aÿ �� 0 �êòõ ãMä	s for a replication
mechanismâ 3 e ã ä g ä .
Example

� � �¾  �� e �� g 3 �ê (where � 6 �����8�����9 :" ) for any �� with
�� Û7í3 ( for each� .

� For theprocess� with
tG� 3ò³	`fu � 3 qÀÞ s and

v � 3
q�ß s where��á hMilk3 ß and�Pà hjilk3 ß we have

ó_ô � �� õ ýþ�Aÿ��� e ³ g 0 �� Û 3 (��3 �®�� Ù�������� � Û óÃô��#�
ê%õ ã ä 0 �ê ® 3 �G 

6. Faithfulnessof the Abstract Model

Definition 6 Let � e é ` ß g 0ñÝ » Ý ¢ � � ` �G  be a function
that takesa safetyparameteré anda streamlength ß and
gives a probability. A process� with replicationmech-
anism â 3 e ãMä�g¥ä is called � e é ` ß g -safe if for any deter-
ministic component�%O of � , any

e é ` ß g 6 Ý » Ý
, and

any input stream ��76 ���M&Z�!�8��¡ of lengthup to ß we have
ó_ô��#�ê�õ ã ä 0 ýþ�%O¨ÿ��� e �� g+í3 � �2�%O�    e �� gl �÷�� e é ` ß g .
We give two theoremsregardingthefaithfulnessof theab-
stractmodelwrt. theprobabilisticone. More precisely, we
give a bound � e é ` ß g suchthat, intuitively, the probability
that thefailuresnot maskedby â causea process� to de-
viate from its specifiedbehaviour, given an input history
of length ß anda safetyparameteré , is boundedby � e é ` ß g
(makinguseof thedataaccessbound� e ��g definedabove).
Theproofsproceedby inductionon thesyntacticstructure
of theprocesses.

Thefirst resultdoesnotmakeany additionalassumptions
on â .

Theorem1 Supposethat â is a � e é ` �cg -safe replication

mechanismemployedby the process� . Define � e é ` ß g%hjilk3� ®�� < ��������� à�� Û ¦ ��§ �
e é ` o g (with oÃ6 Ý ). Then � is � e é ` ß g -safe.

To seethat this boundis optimal when no additionalas-
sumptionson â are given, considerthe following repli-
cation mechanismâ 3 e ãMä�g¥ä : For each é , ãMä assigns
probability ��� � eachto the two sequencesin å��8æ# :ç�&Z�!"
whereexactly theeven(resp.exactly theodd)elementsare
� (andthe others0). Also ã ä assignsprobability ������ú¾�
to the sequencein å��8æ: #ç�&Z�9" that containsno 1. Then
â is a � e é ` �cg -safe replication mechanism(for each é ` � )
ande.g. for the process� that simply outputs0 we have
ó_ô��#�ê�õ ã ä 0 ýþ�Aÿ��� e �� g=í3 � �2��    e �� gÊ  3 � e é ` ß g for the � defined
in thetheorem.

Definition 7 A replication mechanism â 3 e ãjä�g¥ä is
history-independentif for all bit-sequences�ê < ` �ê ? 6rq � ` �\s à
of length ß andeachbit Ï 6rq � ` �\s we have

ó_ô��#�ê�õ ã ä 0 �ê ¼ à¨Ü < 3 �ê < Ú ÏY 
óÃô��:�ê�õ ã ä 0 �ê ¼ à 3 �ê <  

3£ó_ô��:�ê%õ ã ä 0 �ê ¼ à¨Ü < 3 �ê ? Ú ÏY 
ó_ô��#�ê�õ ã ä 0 �ê ¼ à 3 �ê ?  

where �ê ¼ Û is theprefix of length � of �ê .
Notethatahistory-independentreplicationmechanismâ 3e ã ä g ä may still dependon time (e.g. the probability that a
samplefrom ãMä has0 asits first entrymaybedifferentfrom
thathaving 0 asits secondentry).



Theorem2 Supposethat â is a � e é ` �cg -safe history-
independentreplication mechanismemployedby the pro-

cess� . Define � e é ` ß g hjilk3 ����â ®�� < ��������� à�� Û ¦ ��§ e ���²� e é ` o gwg
(with oÃ6 Ý ). Then � is � e é ` ß g -safe.

7. Example: Unboundedbuffer

Herewe consideran unboundedFIFO buffer � . � re-
ceiveseithera requestfrom its environmentandthenout-
puts the first valueof its currentcontent(anddeletesthis
valuefrom its content)or outputs. if it is empty, or � re-
ceivesadatavaluewhich it stores.

The correspondingprocessis � 3 e q �Zs ` q ; s ` qÀß s `e � ¿ ` � à gcg , i. e. it hasan input channel� , output channel
;

andlocal feedbackchannelß . We assumethat ê! #" «  Z� � 6 '
is a valuethat representsa datarequestfrom the environ-
mentof thebuffer. Then

� à hjilk3 F Q � 3 ô�$�%'&($*),+ HIJ�EGT e WxXZVGE@ß N Q ï 020 � ] N+� EGU4VGE .\gEMUmVMEñß 0>0 �
��¿ hjilk3 F Q � 3 ô�$�%'&($*),+ HIJ�EGT e WxXZVGE@ß N Q ï 020 � ] NAï EMUmVME .�gEMUmVME .

Supposewe would like to provide a dependableim-
plementationof the buffer using hardware storagewith
crash/performancefailure semanticsasin section4.1. We
cando this usingthe replicationmechanismâ �Êø Ø defined
therewhich leadsto thefollowing degreeof safetyof � :

Proposition1 � is � e é ` ß g -safe where � e é ` ß g hjilk3 �-�e �.��� ä g à/� Û ¦ ��§ 3 �.� e ���ð� ä g Ó � à .
Proof This follows from Fact2, Theorem2 and � e ��g 30
. 1

Note that for concretesystemsthe constants(such as
� e ��g 320

) dependon implementationdetails.

Time-dependentfailur es Now we assumethat � is im-
plementedusing âbO�Êø Ø andgetthefollowing result:

Proposition2 � is � e é ` ß g -safe, where � e é ` ß g hMilk3
�.� â ®3� < ������� � à�� Û ¦ ��§ e �4� e �aú o × e o �ì��gwg ä g .
Proof This follows from Fact3 andTheorem2. 1
Heretheusualassumptionof time-independence(but notof
history-independence)is violated.

8. Example: Ring storage

Herewe considera storagemechanismrealisedby pro-
cesses� <\`MÚjÚMÚG` �65 groupedin a ring. Theenvironmentcan
eithersubmita requestê Û to � < andconsequentlyreceive
the datastoredat ��Û from �75 , or submit � Û 0>0 ; to � < so
that thevalue

;
will bestoredat ��Û andacknowledgedbyÞ�8 (in eithercasefor any � 3 � `jÚMÚjÚG`�9 ).

Define � Û 3 e q � Û s ` q � Û\Ü < s ` qÀß Û s ` e ��� 	�
 µ ` � à 	 gcg for � 3
� `jÚMÚMÚM`�9 andassumethat q�Þ�8 ` ê < `MÚjÚMÚG` ê 5 ` � < `MÚMÚjÚG` � 5 s }
' . Define

��� 	*
 µ hMilk3 WxXÀVME � Û N Q ï 020 � ] Ne F Q ï 3 ê Û HIJ�EGTaß ÛEGU4VGE=F Q ï 3 � Û HKJ8EMTnÞ�8ðEGU4VGE ï 020 �cgEMUmVME .
��à 	 hMilk3 WxXÀVME �GÛ^N Q ï 020 � ] N e F Q ï 3 � Û HIJ�EGT �EMUmVME e EMFIHKJ8EMLbß Û

N L%F Q ï 3 ê Û HKJ8EMT .EGU4VGE@ß Û8gcgEMUmVMEñß Û Ú
Eachprocess��Û takesaninputon �GÛ andchecksits header.
If it is a requestê Û addressedto it, it outputsthecontentof
its local channelß Û on thechannel�GÛ\Ü < (andnondetermin-
istically eitherleavesthelocal channelunchangedor setsit
to . ). If theheaderis � Û it outputsÞ�8 on � Û\Ü < andupdates
thelocal channelwith thetail of theexpression.Otherwise
it simply passeson the input from � Û to � Û\Ü < (andleaves
thelocal storageunchanged).

Supposethe implementationof the processesrelies on
hardwarestoragewith valuefailuresemanticsasin section
4.2 andsupposeâ+û is the replicationmechanismdefined
there.

Proposition3 For each � , � Û is � e é ` ß g -safe(for é ` ß with� e é ` ß g;:ò� × � ), where

� e é ` ß g�hjilk3 �.� e �.��� äGÜ < g à/� Û ¦ ��§ 3 �.� e ���ð� äGÜ < g�< � à Ú
Proof This follows from Fact4 andTheorem2. 1

Generalresultsoncomposition(whichhaveto beleft for
the extendedversionof this paperfor spacereasons)give
thefollowing result:

Proposition4 � <  ÚMÚjÚ A� 5 is � e é ` ß g -safewhere � e é ` ß g�hjilk3
�.� e �.�ð� äGÜ < g 5=� à�� Û ¦ ��§ .

Supposetheprocesses� OÛ areobtained(for each� ) from
��Û by substituting��à 	 by

��à 	 hjilk3 WxXÀVME �GÛðN Q ï 0>0 � ] N



e F Q ï 3 � Û HKJ8EMT � EGU4VGE@ß Û8gEMUmVMECß Û
andleaving therestunchanged.

Generalresultson refinement(againto be given in the
extendedversion)give thefollowing result:

Proposition5 � O<  ÚMÚMÚ A� O5 is � e é ` ß g -safewhere � e é ` ß g�hMilk3
�.� e �.�ð� äGÜ < g 5=� à�� Û ¦ ��§ .

Analogousresultscan be obtainedfor the replication
mechanismâ+Oû .

9. Conclusionand Future Work

In aformalframework,weshowedunderwhichassump-
tionsandto whatextenttheusualapproachto abstractfrom
failure probabilitieswhenverifying safety-criticalsystems
is sound. To our knowledge,this is the first formal justi-
fication of this kind. Within the specificationframework
FOCUS, we obtainedprobability boundson failure of the
overall system,given the dependabilityof the usedfault-
tolerancecomponents.Our approachcando without some
of the simplifying assumptionscommonlymade(e.g. in-
dependenceof failure probabilitiesfrom previoushistory).
The concreteestimatesobtainedareusefulto estimatethe
level of redundancy needed,in order to avoid overly high
levelsof redundancy with associatedcost,complexity, hard-
ware need and performancepenalties(especiallywhere
tight constraintson hardwareor performancemustbemet,
e.g.in embeddedsystems).Ontheotherhand,onecanalso
deriveresultsif knowledgeonthedependabilityof theused
componentsis availableonly qualitatively.

In summary, this work on theonehandgivesa first for-
mal justificationof the usualdivide-and-conquerapproach
to reasoningaboutdependabilityof systemsthatkeepsrea-
soningfeasible,andadditionallyit allows for a morefine-
grainedanalysis(while making less assumptions)where
necessary, at leastfor smallpartsof a system.

As this is thefirst stepfor work in this direction,there-
sultsgivenherearemathematicallyratherstraightforward,
sincethe main aim wasto setup a generalformal frame-
work thatallows to reasonaboutthe consideredissues.In
particularweonly considereddiscreteprobabilities(asmost
commonlydone).

Sinceerrorhandlingontheapplicationlayercanbespec-
ified explicitly, onemayalsoanalysetheinterplaybetween
failureson lower levels that are not masked by the fault-
tolerancecomponentsandtheir handlingin differentparts
of thesystem.This is left for furtherwork.

For simplicity we assumedthe samefailure semantics
andreplicationmechanismthroughoutthewholesystem.It

is straightforwardto allow for moreflexibility . In thatcon-
text, onecanalsoextendthis approachto beableto model
correlationof failuredistribution betweendifferentcompo-
nents.

It is moreexpensive to provide highly dependablecom-
ponents,but it is cheaperto handlethe failure behaviours
when accessingthesecomponents.Sincegroup manage-
mentmechanismscanuseupto >��@? of thetotal throughput
of a system[9] oneneedsto considerthe performanceof
fault-tolerancemechanisms.Thereforeit would bevery in-
terestingto extendourframework to includeinformationon
performanceof a systemdependingon theperformanceof
thefault-tolerancecomponents.

Also onemightconsiderextendingthisapproachto other
formalisms,such as synchronouslanguages(e.g. Lustre,
Esterel,Signal)orasynchronousmodels(suchasCSP[24]).
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Appendix

This appendixcontainsproof sketchesof the results
givenin themainbody.

A. Fault-Tolerance

A.1. Crash/performancefailur e semantics

Fact 2 â �Êø Ø is a � ä -safereplicationmechanism.

Proof We have to show that (for all � ` é )
ó_ô��#�ê�õ ã ä 0 �ê �

3 �M  ÷ � ä . Since by assumption
the failure probability does not depend on the num-
ber of previous accesses,it is sufficient to show that
ó_ô��#�ê�õ ãMä 0 �ê Ù 3 �G �÷�� ä . But ó_ô��þ�ê�õ ãMä 0 �ê Ù 3 �G  3 � ä
since all replicatedcopies must fail for the replication
mechanismto fail, and thesefailureswereassumedto be
independent. 1
Fact 3 â+O�Êø Ø is a � e é ` �cg -safe replication mechanismfor

� e é ` �cg�hMilk3 e �aúj� × e ���ì��gcg ä .
Proof We have to show that (for all � ` é )
ó_ô��#�ê�õ ãMä 0 �ê �

3 �M  ÷ e �Ìú � × e � � �Àgcg ä . But
ó_ô��#�ê�õ ã ä 0 �ê �

3 �M  3 e �üúC� × e �D�ö��gcg ä . since all
replicatedcopiesmustfail for thereplicationmechanismto
fail, andthesefailureswereassumedto beindependent. 1
A.2. Value failur e semantics

Fact 4 â û is a � äGÜ
<
-safereplicationmechanism.

Proof Again it is sufficient to show that
ó_ô��#�ê�õ ãMä 0 �ê Ù 3 �G  ÷ � äMÜ

<
, and this is the case

since the majority of copiesmust fail for the replication
mechanismto fail. 1
Fact 5 â+Oû is a � e é ` �cg -safe replication mechanism for

� e é ` �cg�hMilk3 e �aúj� × e ���ì��gcg äGÜ
<
.

Proof Similarly, we have to show that (for all � ` é )
ó_ô��#�ê�õ ãMä 0 �ê �

3 �M  ÷ e � ú�� × e �Å� ��gwg äGÜ
<
. But

ó_ô��#�ê�õ ãMä 0 �ê �
3 �M  3 e �rú9� × e �{� ��gcg äGÜ

<
, sincethe ma-

jority of copiesmustfail for the replicationmechanismto
fail. 1



B. Faithfulnessof the Abstract Model

Fact 1 Givenanyprocess� , to computeoneoutputtuple
from an input tuple, � has accessto data at most � e ��g
times.

Proof Theproofproceedsessentiallyby inductiononthe
structureof theprogramsin � . 1
Theorem1 Supposethat â is a � e é ` �cg -safe replication

mechanismemployedby the process� . Define � e é ` ß g%hMilk3� ®�� < ��������� à/� Û ¦ ��§ �
e é ` o g (with o_6 Ý ). Then � is � e é ` ß g -safe.

Proof Supposethat â is a � e é ` �cg -safereplicationmech-
anism.We needto show thatfor eachdeterministiccompo-
nent �%O of � , all é ` ß , andany input stream ��ð6 �-�j&Z�9��� ¡
of lengthup to ß we have

ó_ô��:�êAõ ã ä 0 ý:� O ÿ��� e �� g=í3 � �¨� O     e �� gÊ  ÷ �®3� < ��������� à�� Û ¦ ��§
� e é ` o g Ú

Fix a deterministiccomponent�%O of � anda safetypa-
rameteré . By Fact1 we know that the number A of data
accessesof � is boundedby ß új� e ��g .

The inequality ýþ� O ÿ��� e �� gní3 � �¨� O     e �� g implies thatat least
one of the dataaccessesleadsto a fault. Thus it is suf-
ficient to show that the probability ~�CB that at leastoneof
the first A data accessesleads to a fault is boundedby� ®�� < ��������� B � e é ` o g andthusby

� ®�� < ������� � à�� Û ¦ ��§ �
e é ` o g .

We do this by inductionon A .
For A 3 � this boundis obviously valid sinceno data

accessis made.
Supposewe have ~� B ÷ � ®�� < ������� � B � e é ` o g for some AED

� . By assumption,theprobabilitythatthe A-�n� stdataaccess
raisesafailureis boundedby � e é ` AÃ�¬��g . Thuswecertainly
have ~�FBGÜ < ÷ � ®3� < ������� � BGÜ < � e é ` o g . 1
Theorem2 Supposethat â is a � e é ` �cg -safe history-
independentreplication mechanismemployedby the pro-

cess� . Define � e é ` ß g©hjilk3 ����â ®�� < ��������� à�� Û ¦ ��§ e ���²� e é ` o gwg
(with oÃ6 Ý ). Then � is � e é ` ß g -safe.

Proof (Sketch)Supposethat â is a � e é ` �cg -safereplica-
tion mechanism. We needto show that for eachdeter-
ministic component�%O of � , all é ` ß , andany input stream
��%6 �-�j&À�!�8��¡ of lengthup to ß wehave

óÃô��:�ê%õ ãMä 0 ýþ� O ÿ �� e �� g=í3 � �2� O     e �� gl 
÷ò�.� â ®3� < ��������� à�� Û ¦ ��§ e �.��� e é ` o gcg

Fix a deterministiccomponent�%O of � anda safetypa-
rameteré . Again we know that the number A of dataac-
cessesof � is boundedby ß úM� e ��g .

As above, the inequality ýþ�%O¨ÿ��� e �� g�í3 � �¨�%OK    e �� g implies
thatat leastoneof thedataaccessesleadsto a fault. Thus
it is sufficient to show that the probability ~� B that at least
oneof thefirst A dataaccessesleadsto afault is boundedby
�F��â ®�� < ������� � B e �F�b� e é ` o gwg andthusby �C��â ®�� < ��������� à�� Û ¦ ��§ e �F�� e é ` o gcg .

We do thisby inductionon A .
For A 3 � this boundis obviously valid sinceno data

accessis made(notethatherewefollow theconventionthat
aproductindexedby anemptysetgives1).

Supposewe have ~�FB ÷ �G�¹â ®�� < ��������� B e �H� � e é ` o gcg
for some AIDÑ� . We needto show that ~�CBGÜ < ÷ �J�
â ®�� < ��������� BGÜ < e �.��� e é ` o gwg

By the homogeneityassumption,the event that theA©�ò� st dataaccessraisesa failureis independentfrom the
event that any of the first A dataaccessesraisesa failure.
Thuswehave

~�CBMÜ < 3 ~�FBC� e �.� ~�FB�g�úc� e é ` A��ì��g3 ~�FB+ú e �.��� e é ` A��ì��gcg��7� e é ` A��ì��g
÷ e �.� â ®3� < ��������� B e �.�ð� e é ` o gwgcg�ú e �4��� e é ` A����Àgcg

�{� e é ` A%�ì��g3 �.�²â ®�� < ������� � BGÜ < e �4��� e é ` o g
by theinductiveassumption. 1


