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BusinessCustomer <<fair exchange>>
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sells goods
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payment
Reclaim

delivery date
Wait until

{fair exchange,
buys good}

{fair exchange,
sells good}

{fair exchange,
buys good}

{fair exchange,
sells good}

Request good

Customer

Pay

Deliver orderorder
[delivered]

[filled]
order

Collect order

Business

Request good

Customer

Deliver orderorder
[delivered]

[filled]
order

Collect order

Business

Fair exchange ACHIEVEDFair exchange VIOLATED

Pay<<provable>>
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Random generator

seed: Real

random(): Real

Random number

random(): Real

Random number
«interface>>

<<call>>

Key generator

<<outgoing actions>>
Key generator

newkey(): Key {confidentiality}
{integrity}

random(): Real

keylength(): Integer

{confidentiality}
{integrity}
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Init    K       K

OK msg      ={S}
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   M          C
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resp            SK
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C:card M:PSAM

  C       M
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CheckReq WaitReq
checkGuard()

[otherwise] \throw new SecurityException()

\incThisWeek \return[origin=signed=finance,weeklimit]
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Pack2

−Cls2b

Pack1

+Cls1
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browser

get_passwordclient webserver

access_control
<<Internet>>

<<rmi>>
{integrity}

{confidentiality}
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Account

balance: Integer {high}

wb(x: Data {high})
rb(): Data {high}

rx(): Boolean

ExtraService NoExtraService

wb(x)[x>=10000]

\balance:=x
wb(x)[x<10000]

\balance:=x

rb()\return(balance)rb()\return(balance)

\balance:=x
wb(x)[x<10000]

wb(x)[x>=10000]
\balance:=x

\balance:=0

rx()\return(true) rx()\return(false)
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Wrapper

critical: Bool

rb’(): Data {high}
wb’(x: Data {high})
rx’(): Boolean

\critical:=true

wb’(x) \wb(x)

rx’()[critical=false]\return(rx())

rb’()\return(rb())

\critical
:=false
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