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«Internet»

«secrecy» server machineclient machine
get_password

browser
client apps

access control
web server«call»

«secure links»remote access
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Random generator

seed: Real

random(): Real

random(): Real

Random number
«interface»

Key generation
«secure dependency»

newkey(): Key

«call»

«critical»Key generator

newkey(): Key

{secret={newkey(),random()}}
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ExtraService NoExtraService

wb(x)[x>=10000] wb(x)[x<10000]wb(x)[x<10000]

wb(x)[x>=10000]rx()/return(true) rx()/return(false)

/balance:=0

/balance:=x/balance:=x

/balance:=x

/balance:=x

rb()/return(balance) rb()/return(balance)

Bank account «no down−flow»

rb(): Data
wb(x: Data)
rx(): Boolean

rx(): Boolean

rb(): Data
wb(x: Data)

balance: Integer

Account

{secret={wb,rb}}

�	
� �� +� ������ ���� �#)���

K
/transmit({d}  )

Request

Send

Wait
/request()

send(d)

return(K,C)
K CA

[Ext    (C)=rcv::K]

s

Received

«data security»
SecureChannel

Sendercomp

S:Sender
«call»

Sendernode

«send»

Receivernode

Receivercomp

R:Receiver

«Internet»

WaitReq WaitTrm

request()

KCA
/return(Sign        (rcv::K),K)

transmit(d)

r

receive():Data
send(d:Data)

R:Receiver

s r

S:Sender «critical»Sender «critical»

receive():Data

Receiver

request():Exp
send(d:Data)

«call»

«send»

transmit(d:Data)

{secret=d} {secret=d}

receive()

/return(Dec   (d))
K
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