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Abstract

The use of the formal design method Focus is illustrated by an example
development of the so-called Stenning-protocol. The development process
starts from global, non-constructive service specifications and ends in
executable programs of the protocol entities. The four abstraction levels of
Focus — trace specification, functional specification, abstract program, and
concrete program — are covered. Special emphasis is put on the design
steps within and between the first two abstraction levels, which are also
proven correct.

1. Introduction

The methodological aspects of formal protocol development (instead of just verification)
currently receive increased attention [Probert, Saleh 91]. We use the general design method
Focus to derive implementations of protocol entities (PEs) from initial service specifications by
the technique of stepwise refinement. Each development step is carried out within a formal
framework. The example given in this paper is the Stenning-protocol [Stenning 76]. We think
that it is sufficient to show the principle of Focus. A comprehensive description of Focusis
availablein [Broy et al. 92].

The development starts from an abstract description of the service to be provided by the
protocol entities (upper layer service) and of the service provided by the medium (lower layer
service). Here the formalism of trace logic is used to impose requirements on the system runs. In
several design steps, trace specifications of the PEs are derived. These are then transformed into
predicates on stream processing functions, which model asynchronously communicating agents.
Several further design decisions are incorporated into this specification until a functional



program is achieved. Program transformation rules are applied to derive the final imperative
program.

The reason for combining several formal description techniquesin Focusis that we want to
cover abroad range of abstraction levels from non-constructive global descriptionsto executable
programs. For example, initialy it is appropriate to have atrace-oriented global view of a system
instead of thinking about it in terms of its processes. For the subsequent development process,
the component-oriented functional setting provides a more modular description technique. Of
course, the formalisms have to be well-integrated, and design principles are needed both for the
refinement within a particular abstraction level and for the transition between successive levels.

The chosen example is inspired by [Li, Maibaum 88], in which also the stepwise
development of protocol descriptionsis also emphasized. However, Li and Maibaum did their
development within a single abstraction level, which corresponds to our trace specification, and
they did not end up in programs for the PEs.

Most published approaches to service-oriented protocol synthesis either are based on finite
state machines or on LOTOS [Gotzhein, Bochmann 90], [Chu, Liu 88], [Saleh, Probert 90]; see
[Probert, Saleh 91] for an overview. In contrast to these methods, we do not start with already
executable specifications and use more than one formalism. Program devel opment in our method
is guided by the designer, who may make arbitrary design decisions, while in many existing
methods the protocol specification is generated automatically. The reason why we favour inter-
active protocol design is that a service specification usually permits several different protocol
specifications and implementations (in our example there are at least three of them). We do not
think that the creative task of protocol development can be automated.

Related work on the stepwise refinement of distributed systems includes Unity [Chandy,
Misra 88] and approaches in process agebras (e.g. [Olderog 90]). Unity is a state-oriented
formalism, while our method is action-oriented. Process algebras use synchronous com-
munication, whereas Focus has asynchronous communication and is well-suited for loosely-
coupled systems. Furthermore, arbitrary liveness conditions may be expressed. According to
[Bochmann 90], this is not the case for most protocol specification languages, including the
standardized formal description techniques.

The paper is organized as follows: in section 2 we give an overview of our method. Section
3 to 6 comprise the design steps applied to the example. Section 7 presents conclusions.

2. Overview of FoOcus

Focus covers the process of system development from a non-constructive global specification of
a system up to executable programs. See Fig. 1 for an overview.

A trace specification states requirements for the traces (runs, histories) of a distributed
system. This specification style is comparable to (linear time) temporal logic [Pnueli 86].
However, in a trace specification sequences of actions are specified instead of sequences of
states. Thisview issimilar to that of time sequence charts.

Initially there is just a global specification, which only states implicit requirements for the
PEs. The goal of thefirst design stepsis therefore to derive explicit local specifications. Thisis
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Fig. 1

called the localisation of requirements. Then we switch to functional specifications of the PEs,
where stream-processing functions are used to model each PE. The initial functional
specification is still non-constructive, i.e. it describes only the allowed system behaviours and
not how these may be achieved. In a step-by-step process, further design decisions are made,
and the components' reactions to an input are described in a more constructive way. An explicit
state is introduced, which is updated when a new input arrives, and which determines a
component's future behaviour. This specification is rewritten as a functional program and (for
efficiency reasons) finaly transformed into an imperative program.

3. Development on the trace level

The underlying data structures will be defined in section 3.1. Then, starting from the
descriptions of the services of the upper and the lower layer in section 3.2, we develop trace
specifications of the PEsin section 3.3 to 3.5. The specificationsin section 3.5 are the basis for
the development on the functional level.

3.1 The underlying data structures

Fig. 2 depicts asituation typical for protocol specification: two protocol entities communicate via
amedium to provide a particular service. The service provided by the two protocol entities will
be referred to as the service of the upper layer, the service guaranteed by the underlying medium
asthe service of the lower layer.

Before specifying the actions that my occur in our system, we will have alook at the datato
be communicated. The parameters of the service primitives in our example are two kinds of
protocol data units (PDUSs). The PDUs relevant for the upper layer are from a set UDU ("upper
layer data units'), and the PDUs relevant for the lower layer are from aset LDU ("lower layer
data units"). It is not specified here how these sets exactly look like. However, it is assumed that
on the way from the transmitter to the receiver only PDUsfrom aset Info [0 LDU appear, and
that on the way back only acknowledgementsfromaset Ack [ LDU appear.

In the trace formalism, atomic actions are used to model the service primitives. For every
d 00 UDU, we have the actions snd(d), which denotes the sending of a UDU d from the
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service user to the transmitter, and rec(d), which denotesthat d isdelivered by the receiver to
the service user. Notethat snd(d) isjust the name of an action, and not the application of some
function snd. For eJ LDU, putt(e) denotesthe action of sending e from the transmitter to
the medium, and gett(e) denotesthe delivery of e from the medium to the transmitter. These
two actions correspond to putr(e) and getr(e) at the receiver's side. We define the following
sets of actions (see Fig. 2):

Snd = {snd(d) |d O UDU} Rec = {rec(d) |d O UDU}
Putt = {putr(x) | x O Info} Putr = {putr(y) |y O Ack}
Getr = {getr(y) | y O Ack} Geir = {getr(x) | x O Info}

Finally we have an action v (called "tick"), which denotes the ticking of a clock. We shall
come back to thistiming aspect later. Theset Act of all actionsis defined by:

Act = Snd 0 Rec [ Puty O Gett O Putg O Getg O {V}

A traceisafinite or infinite sequence of actions. The set of all traces with actionsfrom Act is
denoted by Act®. The set of all finite traces is denoted by Act*. We use some standard
operations and relations on traces. Let t, u, v 0 Act®, a, b, ¢, ag,..., an 0 Act, k, n O N:

* to u denotesthe concatenation of t and u. If t isinfinite, then te u=t.
etcu ("t isaprefixof u") and u=2t ("u extends t") hold exactly if [v:tev=u.
#t denotesthelength of t; itis oo if t isinfinite.

[30,...,an[] denotes the trace consisting of the actions ag,...,an.

([0 denotes the empty trace.

t[k] denotesthe k-th element of t. For t = [ay,...,a,...00with #t >k, t[k] isdefined to
be ax. We have"strong equality”, i.e. t[k] =a impliesthat t[k] isdefined.

aot denotes the filtered trace of t that contains only actions a, e.g. a©l@b,a,cl= [&,all
As ageneralization of thisfilter operation, the first operand may also be a set of actions,
e.g. {ab}©&b,aclE @b,all

* aint holdsexactly if action a occursintrace t. Thisisequivalent to #(aCt) > 0.
We often need the auxiliary function data: (Snd 0 Rec) — UDU defined by data(snd(d)) = d,
data(rec(d)) = d. Thisfunction iscanonically extended to traces by stating:

data(Bg,...,an,...0) = [data(ag),...,data(ay), ...



Convention: In the subsequent formulas we shall always use the following characteristic
variables. This obviates the need to give the type (sort) of every variablein the formulas.

t U Act® d, d, dg,....d, 0 UDU L k,nON
sOAct' el LDU

In atrace specification we specify the allowed traces using predicate logic formulas. A trace
specification has the form P4(t) ... O Px(t), where each Pi(t) is an (auxiliary) predicate on
traces. Auxiliary predicates are introduced to structure a specification into several less complex
requirements. We use the usual logical connectives. The symbol = reads"is defined by".

In our presentation, we distinguish between safety and liveness properties. Informally, a
safety property is a property whose violation can always be detected after a finite amount of
time, i.e. by considering a sufficiently large finite prefix of atrace. A liveness property is a
property whose violation can only be detected after acomplete, possibly infinite observation, i.e.
acomplete, possibly infinite trace (for aformal definition see [Alpern, Schneider 85]).

Theinitia requirements for the PES are given by stating the service of the upper layer, which
we want to supply, and the service of the lower layer, on which we rely.

The task of protocol development is as follows: given specifications of the service to be
provided and of the service of the lower layer, develop specifications of the protocol entities
such that the composition of these specifications with the lower layer specifications yields the
service to be provided by the upper layer. Then, starting from the specifications of the protocol
entities, devel op executable programs for them.

3.2 Service specifications

a) Service to be provided by the upper layer:

US(t) = Osct:daa(Rec© s) £ data(Snd © s) (Us)
UL(t) = #(Rec©t) =#(Snd © 1) (UL)
US expresses that nothing "wrong" is communicated; US is the safety requirement of the
upper layer. UL says that finally the number of UDUs sent equals the number of the UDUs

received; UL isthe liveness requirement of the upper layer. Both conditions together specify
reliable communication.

b) Service provided by the lower layer:
Let zO{R,T},where R=T, T=R:

LS(t) = OscEt:getz(e)ins O putz(e)in s (LS
LL(t) = (#(putz(e) ©t) =0 [0 #getz7(e) ©t) =) 0 #H{VOt) = (LL)
LS requiresthat if some LDU arrives at one side, it must previously have been sent at the other
side. Thefirst part of LL statesthat if some message is sent infinitely often by one PE, then the

other PE receives it infinitely often. So the medium is not broken forever. The second part of
LL isamoreintricate requirement: the action v models the progress of time. It is considered an



action of the medium that is signalled to the transmitter. Thus the requirement just says that the
transmitter receives some timing information. Actually, this requirement is only needed in
section 5.

The service specification allows several designs for the protocol entities. For example, the
well-known and extensively studied alternating bit protocol as well as the sliding window
protocol would do. Our design will eventually lead to the Stenning-protocol [Stenning 76],
which works as follows: at the transmitter, each UDU from the upper layer is associated with a
unique sequence number and is sent repeatedly to the medium until an acknowledgement arrives
that carries this sequence number. At the receiver the UDUs will be delivered to the upper layer
service user in the order of their sequence numbers. Moreover, for each LDU received from the
medium, the receiver will send back an acknowledgement with the corresponding sequence
number.

The requirements to be provided by the upper layer cannot be separated in a simple way into
local requirements for the transmitter, the receiver and the underlying medium. A requirement is
called local to a component, if, for every input, it can be fulfilled by that component alone. We
shall not discuss realizability in detail here (see for instance [Broy et al. 91]), but we just
mention an important fact underlying our method: if we find agents (e.g. stream processing
functions, see section 5) that generate traces fulfilling the local requirements, then the
composition of the agents fulfils the logical conjunction of the requirements [Jonsson 90].

The localization of the upper layer requirements is the first goal in the development. The
design steps are as follows:

1. Introduction of sequence numbers (section 3.3)

2. Introduction of acknowledgement messages (section 3.4)

3. Complete localization (section 3.5)
Formally, the design steps will be carried out by introducing some new requirements in every
step. Old requirements may be dropped if they are consequences of the new ones. A design step
is correct if the new trace predicate implies the previous one, i.e. if at most some further
restriction is imposed on the traces of the system. A survey of our procedure can be found in
appendix A.1.

3.3 Introduction of sequence numbers

We introduce sequence numbers. The service user's UDUs are tagged with natural numbers, so
that the LDUs have the form <k,d> with k O N, d O UDU. We rely on the lower layer
properties and additionally impose two safety and three liveness requirements that define the
correct use of sequence numbers.

Stepy(t) = L) OLL(T) OSy(t) 0Sp(t) DLa(t) DL2(t) DLa(t)

Safety:
Si(t) = Oset:daaRec© s) = [dy,...,d,0 00 k<n: getr(k,dp)in s (S2)
Sy(t) = Osct: putt(<k,d>) ins O (Snd © s)[k] = snd(d) (S2)



The predicate S; expresses that a message is delivered to the upper layer only if all previous
messages also have arrived at the receiver. Sy specifies that the transmitter puts only those
PDUs to the medium that contain an appropriate sequence number and a UDU which has aready
been sent. S; isloca to thereceiver, while Sy islocal to the transmitter.

Liveness:
L1(t) = data(Snd © t) 2 [d,y,...,dhd0 Ok <n: putr(<k,di) int (L1)
Lo(t) = putt(<k,d>) int O getr(<k,d>) int (L2)
La(t) = (Ok<n:getr(<k,de)int) O data(Rec©t) 2 [d,...,0n0 (L3)

L, saysthat if some data is sent, then it is also eventually put onto the medium with the
corresponding sequence number. L, describes that the receiver eventually obtains the infor-
mations sent by the transmitter. L3 expresses that the messages delivered by the medium are
eventually received by the upper layer. L1 islocal to the transmitter, L3 islocal to thereceiver.
Lo islocal to the medium, but not directly supported by it. So L, needs further refinement.

In the following we postpone most proofs to the appendix. We show here just one proof to give
the flavour of the formal treatment:

Proposition 3.1: Step1(t) O US(t) O UL(t), i.e. the first step is consistent with the service
specification of the upper layer.
Proof: We haveto prove US(t) and UL(t) provided Stepi(t) holds.

US(t) = Osct:daa(Rec© s) £ data(Snd © s)

data(Rec © s) = [d,...,d,0]

O 0O k<n:getr(k,dpe)ins [by $1]
O O k<n:putr(k,dp)ins [by LY
O O k<n:(Snd© g)[K] =snd(d,) [by S
0 data(Snd © s) 2 [d ...,d0 [definitionof _[ ]]

UL(t) = #(Rec©t) =#(Snd © 1)
Instead we prove a stronger version:
UL'(t) = data(Snd © t) 2 [dy,...,d,00 data(Rec © t) 2 [d,...,d,

data(Snd © t) 3 [@,...,d,,

O O k<n:putr(k,dp)int [by Lq]
O O k<n:getr(k,dpy)int [by L2]
0 data(Rec © t) 2 [d,y,...,d,O [by L3] O



3.4 Introduction of acknowledgement messages

Two additional requirements, Sz and L4, areintroduced to specify the correct use of acknowl-
edgement messages. They replace requirement L.

Stepo(t) = LS(t) DLL(t) USy(t) USp(t) O Sa(t) U La(t) DLa(t) DLa(t)
Safety:
S(t) = Oscet: putr(ack(k)) ins O [Od: getr(<k,d>) ins (S3)

S3 says that before the acknowledgement for a certain message is sent to the medium, the
corresponding message must have been received. It is arequirement local to the receiver.

Liveness:
La(t) = putt(k,db) int O getr(ack(k)) int (La)

L4 expresses that every information sent to the medium will get the corresponding acknow-
ledgement. This requirement is local to the medium, but not directly supported by it; hence it
needs further treatment. L, does not have to be mentioned explicitly any more because it is
implied by the other predicates of Stepo.

Proposition 3.2: Stepo(t) O Stepy(t), i.e. Stepo(t) O Lo(t)
Proof: See appendix A.2 O

3.5 Complete localization

We choose two additional liveness properties, Ls and Lg, to replace the liveness requirement
La. Infact, also L1 isimplied by Stepz and therefore omitted.

Stepa(t) = LS(t) DLL(t) USy(t) USp(t) O Sa(t) ULa(t) ULs(t) Dlet)
Liveness:
Ls(t) = #(Snd© t) > k 0= A(t,k) C#(V ©t) =00 []
Oj, d: = A(t,)) O#putt(<j,d>) © t) = 0
where A(t,k) = Os: s° gett(ack(k)) Et O#(Snd © s) > k (Ls)

Le(t) = #getr(<k,d) © 1) =0 [ #(putr(ack(k)) © f) = o (Le)

Requirement Ls isalittle bit intricate. It might be the case that some acknowledgement ack(k)
arrives at the transmitter before the k-th message has actually been sent. The formula A(t,k)
says that there has been a"proper" acknowledgement for the k-th message, i.e. one that did not
occur before at least k messages have been sent to the transmitter. So Ls saysthat if at least k
UDUs are sent and the k-th UDU has not got a "proper" acknowledgement yet, then the
transmitter will send some not "properly" acknowledged UDUs (not necessarily the k-th one)
infinitely often. In a previous version we just required the condition Ls":



Ls'(t) = #Snd© t) > k O - getr(ack(k)) int O
Oj, d: = getr(ack(j)) int O #putt(«j,d>) © t) = o0

However, consider the following scenario: a system run starts with [gett(ack(0)), snd(d),
snd(d),...[J In fact the receiver's and the medium'’s specification are such that this situation will
not occur, but according to Ls' the transmitter must be prepared for it. The first
acknowledgement is not a "proper” acknowledgement, because nothing has been sent yet. Ls'
would force the transmitter to output putt(<1,d>) infinitely often, even if the first message d
will never be successfully transmitted.

Property Lg expressesthat if the receiver gets an information infinitely often, it will also
send the corresponding acknowledgement infinitely often. Ls islocal to the transmitter, Lg is
local to thereceiver. L4 (andaso L1) areimplied by Steps.

Proposition 3.3: Steps(t) O Stepo(t), i.e. Stepa(t) O La(t) OLa(t)
Proof: See appendix A.2 O

We may now assign the requirements to the protocol entities: the requirements local to the
transmitter are Sy and Ls, therequirementslocal to the receiver are S1, Sz, L3 and Lg. The
other requirements are provided by the lower layer. Hence al requirements are localized.

Transmitter:

Snd
—_— , Putt
Get 1 transmitter —
g Fig. 3
Sy(t) = Osct: putt(<k,d) ins O (Snd © s)[k] = snd(d)
Ls(t) = #(Snd© t) > k 0= A(t,k) CH(V ©t) =00 [
Oj, d: = A(t,)) O#putt(<j,db) © t) = o0
where A(t,k) = Os: s° gett(ack(k)) et O#(Snd © s) > k
Receiver:
Getp _ | Rec
— > receiver Putg
’ Fig. 4
Si(t) = Osct: data(Rec © s) = [d),...,d, 0000 k<n: getr(k,dp)in s
S(t) = Oset: putr(ack(k)) ins O [Od: getr(<k,db) ins
La(t) = (Ok<n:getr(«k,dp)int) O data(Rec©t) 2 [d,),...,d0

Le(t) = #(getr(<k,db) © ) =0 T #(putr(ack(k)) © t) = o

In the rest of this paper we will develop an implementation of the transmitter. An analogous
development could be done for the receiver. Thisis omitted here.



4. From trace specifications to functional specifications

We now aim at giving a functional specification of the transmitter, i.e. we want to give a
predicate on stream-processing functions such that the traces generated by the functions that
fulfil the predicate satisfy the transmitter's trace specification. It turns out that, in the given case,
this can be done by the schematic application of some transformations rules. A stream-
processing function models an agent that receives streams of input messages on its input
channels and transforms them into streams of output messages to be sent on its output channels.

For the formal treatment of the relationship between a component's trace specification and its
functional specification, we need to define which traces are generated by a stream-processing
function. The following definition is taken from [Broy et al. 92]: let f 0 1®¥ _, O be a stream
processing function with 1 n O =@, such that inputs and outputs can be distinguished in the
generated traces. For atrace t O (I O O)®, f generatest isgiven by:

f generatest = f(IOt) = OOt [0 [IsEt: OOsE f(IOs)

Here t rangesover (I 0 O)®, and s rangesover (I O O)". The second part of the conjunction
says that there may be an arbitrary, but finite, delay for the output actions.

The intended relation between a trace specification T and the corresponding functional
specification Funct isasfollows:

Funcr(f) = Ot: fgeneratest 0O T(t)
Expanding f generatest, Funcr(f) reads:
Funcr(f) = Ot: (flot)=0Ct O (Oset: OOsE f(10s))) O T(t)

The following proposition indicates that for particular safety predicates, Funct(f) can be given
inamore "tractable” form.

Proposition 4.1: Let T(t) = OseEt: T'(10s00s), and Funct be defined as above. Then:
Funct(f) = (OxOI1",yOO :yefx O T(xy))
Proof: See appendix A.3 O

On the functional level we often write f.x instead of f(x) in order to avoid brackets. Now we
can give afunctional specification of the transmitter. Recall the predicate Sp. Defining | = Snd
O Gett O {Vv} and O = Putt, Sp(t) isequivalent to:

Osct: putt(<k,d>) in (0©s) O (Snd © (10s))[k] = snd(d)
By proposition 4.1 we can transform this trace predicate into the function predicate
Funcs,(f) = OxOI1",yOO":yefx O (putr(k,d)iny O (Snd© x)[K] = snd(d))

Note that the auxiliary variable y in Funcs, is superfluous. It is easy to seethat Funcs, is
equivalent to Funcs,’, whichis defined by:

Funcs,'(f) = Ox O1": putr(<k,d) in f.x O (Snd © x)[K] = snd(d)

Proposition 4.2 is the counterpart of proposition 4.1 for liveness properties:
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Proposition 4.2: Let T(t) = T'(10t,00t), and let Funct be defined as above. Then:
Funct(f) =« Ox0OI9: T(x, f.x)
Proof: See appendix A.3 O
Recall the predicate Ls. Let | and O be defined as before. Then Ls(t) isequivalent to
#(Snd © (16t)) >k 0= A(IGtk) O#(V © (I6t)) =0 [
0j, d: = A(IGt,j) O#(putt(<j,d>) © (OOL)) = 00
By proposition 4.2 we can transform this trace predicate into the function predicate
FuncLg(f) = Ox O19:#Snd© x) > k O~ A(x,k) O#V © x) =0 [
Oj, d: = A(x,j) O#(putt(<j,db) © f.X) =0

Since we will only be talking about the transmitter from now on, it is no longer necessary to use
actions built by applications of putt and gett, respectively. It suffices to use just the
parameters of these actions. For the rest of this paper, let | = Snd O Ack O {V}, O = Info.
Then the transmitter will be afunction from @ to O, which is specified by:

TS(F) = OxO1*: <k, in fx O (Snd© x)[k] = snd(d)) (TS)

TL() = OxO19: #Snd© x) >k 0= A(x,K) O#(V © x) = [
Oj,d: = A(X,)) O#(q,d> © f.X) =
where A(x,k) = Os:seack(k) Ex O#Snd© s) >k (TL)

The two predicates TS and TL are the starting point for the functional development of the
transmitter in the next section. Thisisafunctional specification of just the "data processing part”
of the transmitter. We suppose that the inputs for the transmitter appear in interleaved form on a
single input stream. See [Broy et al. 92] for a discussion on how the merging of streams can be
handled.

5. Development on the functional level

In this section the functional specification of the transmitter, as given by the predicates TS and
TL, istransformed step by step into afunctional program. There are three mgor subsections:
1. Specification of the transmitter in aform that models stepwise computation, and refinement
towards the Stenning-protocol (section 5.1)
2. Introduction of an explicit notion of state (section 5.2)
3. Functional implementation (section 5.3)
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5.1 Developing a strategy for the transmitter

From now on a more operational specification style will be employed. We imagine the stepwise
computation process performed by the transmitter as follows: the transmitter repeatedly receives
one input element and reacts to every input by issuing a sequence of outputs based on all the
inputs received so far. A strategy isafunction that defines which additional outputs are produced
as soon as an additional input element arrives. A schemafor functional specification in this style
is given below, where H isapredicate on strategies. Thevariables zO 1", i 01, hO1" - O"
are used:

Straty(f) = Oh: Oz i:f.0=Mm0 f(zei) =f.ze h(z=i) O H)

This schema says that the output of the transmitter for some input zei consists of the output
produced for the input sequence z concatenated with the additional output elements described
by the strategy h. Notethat Straty imposes explicit conditions only on finite inputs. In the
functional setting, we have the additional (implicit) constraint that only continuous functions are
considered. These are functions whose behaviour for infinite inputs follows from their
behaviour for finite inputs. See page 29 of [Broy et al. 92] for more information on this class of
functions.

We now have to find a strategy specification H such that the transmitter specification is
implied by every function that fulfils Straty. In the first step, we will only try to achieve TS.
Recall the safety specification TS derived in the last section. Fortunately, this predicate, which
Is a condition on whole output streams, can equivalently be used as a condition on steps of the
output (produced by the strategy). Let zO 1", k O N, and d 0 UDU:

Ta(f) = Strath ()
Hi(h) = Oz k,d: <k,dinh.z O (Snd©z)[k] = snd(d)

Proposition 5.1: T1(f) = TS(f)

Proof:

"TS(f) O To(f)": Obvious.

"TS(f) O T4(f)": Takeany f suchthat T1(f) holds. We show TS(f) by induction.
Base case: By the definition of T1, we have f.00= ] which implies TS(f).

Inductive case: Takeany z 01" and i O I. The induction assumption is <k,d> inf.z 0
(Snd©2z)[k] = snd(d). From T1 weseethat f(z°i) =f.z° h(z- i), and together with the
definition of H1 weobtain TS, namely: <k,d>inf(z<i) O (Snd©(z-i))[K] =snd(d). O

The predicate T1 does not imply the liveness requirement TL. Therefore we have to strengthen
the specification. Actualy, only the strategy specification H is strengthened, while the template
Straty remains unchanged.

Asafirst design decision we demand that at most one output element should be produced for
every newly arriving input. We do not state the conditions under which some output is produced
at all, but if there is some output, then it must be allowed by the old strategy Hi. Thisdesign
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decision rules out any implementation which sends more than one information LDU in asingle
timeinterval.

Ta(f) = Stratiy(f)
Ho(h) = Oz:hz=000 (Ok, d: h.z=<k,d O(Snd©z)[K] = snd(d))

Proposition 5.2: To(f) O T4(f)
Proof: Obvioussince Ha(h) [0 Hj(h). The reverse direction does not hold. O

The next step introduces two further constraints on when some output may be generated. In
particular, we demand that an information LDU may only be output if its sequence number isthe
smallest one that has not been acknowledged so far. This design decision rules out all sliding
window protocols with a window size larger than one. Some auxiliary predicates are used to
structure the specification. The formula Out(x,k,d) expresses that the information packet <k,d>
may be output after the input sequence x has arrived. The predicate A isalready known from
the previous sections;, A(X,K) expresses that the k-th information LDU has properly been
acknowledged. Let x 019, sO1* and the other variables as above;

Ta(f) = Stratyig(f)
Ha(h) = Oz:hz=000 (Ok,d: hz=<k,d O Out(zk,d))
Out(x,k,d) = (SndoOx)[k] =snd(d) O = A(x,k) O Oj <k:A(x,))
where A(x,k) = Os:seack(k) £ x 0O #(SndO©s) > k
Proposition 5.3: T3(f) O To(f)
Proof: Obvioussince Hz(h) O Ha(h). The reverse direction does not hold. O

We will later need the lemmathat the predicate Out, for any given x [ 19, can be fulfilled by
at most one pair of values k 1N and d [0 UDU:

Lemma 5.4: Out(x,k,d) O Out(x,k',d) O k=k'Od=d

Proof: Take arbitrary X, k, k', d, d' such that the left hand side of the implication holds.
Without loss of generality assume k' < k. The additional assumption k' < k leads to a
contradiction: from Out(x,k,d) weinfer 00 <k:A(x,) andin particular A(x,k") whilefrom
Out(x,k',d) weinfer = A(x,k"). Therefore k' =k must hold. From snd(d) = (Snd©x)[k] =
(SndO©x)[k'] = snd(d") it followsthat d=d. a

A strategy fulfilling H3 need not output anything. In the last design decision of this section, we
demand that some output must be produced if it is possible at al. In fact, the strategy is now
uniquely defined, i.e.,, Hy isfulfilled by exactly one (continuous) function.

Ta(f) = Stratyy,(f)
Hg(h) = Oz: (-0k,d:hz=000 Out(zk,d) O (Ok,d: hz=<k,d O Out(zk,d))

Proposition 5.5: Tg(f) O T3(f)
Proof: Obvioussince Ha(h) O Hz(h). The reverse direction does not hold. O

13



Summing up the developments done so far, it isclear that T4(f) O TS(f). In can aso be shown
that every function which fulfils T4 also represents alive behaviour of the transmitter. Thisis
formally stated by the following proposition:

Proposition 5.6: Ty4(f) O TL(f)
Proof. Recall the definition of TL, where x 019, sO1*,k,j 0N and d 0 UDU.

TLE) = Ox:#Snd© x) >k 0= A(X,K) O#V © X) =00 [J
Oj, d: = A(x,)) O#(<j,db © f.X) =
where A(x,k) = Os:seack(k) e x O0#(Snd© s) >k
Take arbitrary x and k such that #(Snd © x) >k 0= A(x,k) O#V © x) = holds (*). We
have to show that thereexist j O N and d 0 UDU such that - A(x,j) O#(¢j,d> © f.x) = co.
In order to do this, we distinguish two cases:
Case 1: Thereexist j,d suchthat j <k and Out(x,j,d).
According tolemma5.4, j and d are then uniquely defined. The definition of Out implies
that = A(x,j), soitisonly left to show #(<j,db©f.X) = 0. Note that there must be afinite
SE x such that Out(sj,d) holds. From the definition of T4 it is clear that one message
<J,d> isoutput for every additional input after s. Since we assumed in (*) that the input
stream contains infinitely many elements, the output stream must also contain infinitely many
elements «j,db.

Case 2: Thereareno j,d suchthat j <k and Out(x,j,d).
We show that in this case, for some suitable d, the three conjuncts of Out(x,k,d) hold:
e (Snd©x)[k] = snd(d) [can befulfilled by asuitable d, since we assumed #(Snd©x) > K]
« = A(X,K) [was assumed above in (*)]
e Oj<k:A(X)) [otherwise Out(x,j,d’) would hold for some j <k and d' [0 UDU]
Therefore Out(x,k,d) holdsfor somed. By the same argument asin case 1, the output
stream must contain infinitely many elements <k,db. O

5.2 From specification to implementation

The specification given so far described the transmitter's behaviour for every input sequence of
the form xei. Infunctional programming, however, the reverse pattern i°x isused. Therefore
the specification schema has to be changed accordingly. This is a generic equivalence trans-
formation. As an additional parameter in the new recursive specification schema we need the
sequence of inputs received so far. This sequence is called the "implicit state" because it plays
the rble of a state parameter and represents the full history of the computation so far. The new
variable g0 1" - (1® — OW) isusedin Ts:

Ts5(f) = Og, h:f=gm 00 s,i, X : gs.l= MO gs.(i © X) = h.(s° i) ° g(soi).X U H5(h)
Hs(h) = Ha(h)

14



Proposition 5.7: Tg(f) = Ta(f)
Proof: Take any strategy h that fulfils H4 (and, equivalently, Hs). Takeany f 00 |® -, O®
such that f.00= MNOf(x ° i) =f.x° h(x * i) holds, and take an arbitrary g O 1" - (I® - QW)
such that gs.[= M0 gs.(i ° X) = h.(s° i) ° g(s.i)-x holds. Because of continuity, it suffices to
show f.z=gmz for every finite z O 1™:
f.(21, ..., zpO =
= ... =f.o h.z10e h.[Z1,22[% ... o h.[Z1, ..., Zn-1[k h.[Z1, ..., ZnO
= h.[Z10k h.[21,2200 ... o h.[Z1, ..., Zn-10e h.[Z1, ..., Z4O
= h.[Z10e h.[21,200k ... o h.[Z4, ..., Zn-10 h.[Z3, ..., Zn[k gz;
= ... =gmZy, ..., ZnO O

A transmitter implementation that actually uses the implicit state would be very inefficient. We
would rather like to save just the essential information, which will be required to determine the
future outputs. This essential information is called the constructed state. It is a design step to
decide exactly what has to be stored such that the constructed state contains sufficient
information and is easy to access and update. In our formal framework, we have to define the set
of possible constructed states (a state space) and a function that describes the connection between
implicit and constructed states.

Given a state space State and an appropriate connection function ¢ : I* - State, the
following specification schemais constructed from Ts by replacing every implicit state by the
corresponding constructed state:

Te(f) = Og, h:f=g@p.m O
O's i, X g(¢.9)- M= M0 gig.s).(i © X) = h.(d.(5° 1)) ° Yg.(sei))X T He(h)

It remains to give a strategy specification Hg such that the specifications Ts and Tg are
equivalent (note that a strategy now is a mapping from constructed states State to streams of
outputs). From the definition of Hs we see that the (implicit) state isonly used in the predicate
Out. Therefore it is sufficient to find a predicate Out' that is equivalent to Out for each
constructed state, i.e., which meets the following requirement:

0z k,d: Out(zk,d) = Out'(d.zk,d) ©

Given such apredicate Out', an appropriate strategy specification Hg can be derived from Hs
by replacing the predicate Out with the equivalent Out'. Let h 0 State — O*, o 0 State, and
the other variables as above:

He(h) = Do : (-0Uk,d:ho=000 Out'(o,k,d)) O (Ok,d: h.o=<k,d O Out'(o,k,d))

Proposition 5.8: Tg(f) = Ts(f)

Proof: Given the (finite) sequence s of previous inputs and an additional input i, the
sequences of additional outputs specified by Ts and Tg are h.(sc i) and h.(¢.(s° 1)),
respectively, where Hsg(h) and Hg(h') hold. By the definitions of Hs and Hg and the
equivalence (0) of Out and Out' it followsthat h.(se i) =h.(¢.(s°I)). O
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Now the constructed state for the transmitter will be defined: it is obvious that the sequence of
pending information LDUs must be a part of the state space (a pending LDU is one that has been
sent to the transmitter, but for which no proper acknowledgement has been received so far).
Since the transmitter must also assign sequence numbers to newly arriving UDUs, another
necessary piece of information is the next valid sequence number. Therefore, our state space will
be atuple consisting of an integer and a sequence of information LDUS:

State = N x Info”

We already stated the informal meaning of the state components. Thisisformally described by a
function ¢ that takes animplicit state and returns the corresponding constructed state. We now
specify ¢ by giving the requirements (1), (2), and (3). Formula (1) expressesthat the next
valid sequence number is just the number of UDUs received as input so far. Requirements (2)
and (3) state that the sequence of waiting PDUs contains exactly those informations that have
been sent but not acknowledged. Notethat (2) only appears to make this specification of ¢
easier to read; itisactualy implied by (3). Let zO1",i,j,k ON, d 0 UDU:

b 1" - State

$.z = (¢1.2, $2.2)

012 = #Sndo?) )
#2.2) = { ] <#(Snd©2z) : = A(z)) }| 2
(42.2)i] = kb = (SndO2)[K] = snd(d) O~ Azk) Of j<k:-A@Ez)) } =i 3)

Having specified requirements for the mapping from the implicit state to the constructed one, we
next want to refine Tg using amore explicit formulafor Out'. Supposethat that ¢ meetsthe
specifications (1) to (3). Then the predicate Out' can actually be calculated from Out such
that requirement (0) isfulfilled:
Oout'((¢1.2,02.2) k,d)

[definition of @] = Out'(d.z,k,d)

[by (0] = Out(z,k,d)

[definition of Out] = (SndoOz)[K] =snd(d) O = A(zk) O Oj <k:A(z))

[set comprehension] <=  (SndO©z)[K] =snd(d) O = A(zk) O j<k:=A(zj)}=0

[by (3)] = ($2.2[0] = <k,d>
So we aobtain the following definition of Out' for nO N and q [ Info:
Out'((n,q),k,d) = q[0] = <k,d> (4)

It isobviousthat, given some n and g, the predicate Out'((n,q),k,d) can be fulfilled exactly if
g # [ This observation can be used to further simplify the auxiliary predicate H7:

T7(f) = Og,h:f=gp.m O
0s, i, X:g¢.9-0=000 g@.9-(i e X) =h.(d.(s° 1)) ° Yg.(s0i))-x O H7(h)
H7(h) = Un,q:(q=00 h(ng) =0) U (q# @0 h.(n,g) = q0])
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Proposition 5.9: T7(f) = Te(f)
Proof: Since the construction of (4) guarantees that the specification (0) ismet. O

So we finally achieved a very operational description of the transmitter. Note that T7 is
equivalent to T4 because of propositions 5.7, 5.8, and 5.9. Hence T7 implies TS (by the
remark before proposition 5.6) and TL (by proposition 5.6).

5.3 Implementing the transmitter

In the previous section we essentially obtained a recursive definition of the transmitter function.
The state mapping function ¢, however, was still specified in a non-executable way. Using the
same techniques of stepwise refinement as in the development done so far, the following
recursive definition of ¢ can be found:

¢1.00 =0 ¢o. 00 = [

¢1.(z° V) = ¢12 02.(z° V) = 2z

01.(z° snd(d)) = ¢1.z+1 02.(z° snd(d)) = d2.z° <1z, b
01.(z° ack(k)) = ¢1. 02.(z° ack(k)) = remove.(k, $2.2)
remove.(a, M) = [

remove.(a, <k,d> - x) = if a=k then x else «k,d> - remove.(ax)

We have the proof obligation to show that the specifications (1), (2) and (3) are met by the
recursive definitions given above. This is done by induction on the implicit states. The actual
proof is quite long and tedious. It can be found in appendix A.4. We need a theorem specifying
remove to complete the proof. It is a general observation that the functions used in a program
development (in thiscase ¢1, ¢2, remove) must both be specified by a formula of predicate
logic and by arecursive definition because the specification is needed as induction hypothesis.

Now the transition to a functional programming language style is obvious. We expand the
occurrencesof ¢ and use astandard form of pattern matching:

transmitter : |® . OW
transmitter = trans.(0O, )

trans.(n, q).00= [

trans.(n, [).(Vex) = trans.(n, ).x
trans.(n, [).(snd(d)ex) = trans.(n+1, <n,d>).x
trans.(n, 00).(ack(k)°x) = trans.(n, [).x

trans.(n, <k,d>q).(VeX) = <k,db ° trans.(n, <k,d>>q).x
trans.(n, <k,d>q).(snd(e)°x) = <k,d> ° trans.(n+1, <k,d>eqe<n,e»).X
trans.(n, <k,d>q).(ack(a)°x) = <k,d> ° trans.(n, remove.(a, <k,d>q)).x

remove.(a, ) = [
remove.(a, <k,d> » x) = if a=k then x ese «k,d> - remove.(ax)
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6. The transmitter in the programming languages AL and PL

Two programming languages, AL and PL, have been proposed in [Broy et a. 92]. In the
concrete syntax of the functional language AL, the transmitter program developed above in
section 5.3 has the following form. We use the two auxiliary functions ackn : Ack — N
defined by ackn(ack(n)) =n and segn: Info — N defined by segn(<k,d>) = k.

program transmitter = chanlx - chanOo:
o = trans(0,)x)
endprogram

agent trans = Nat n, seq Infog,chan I x - chan Oo:
o= if ftx=v0Oq=00 then trans(n,jrt.x)

elif ft.x O Snd Og= 0 then trans(n+1,<n,data(ft.x)>,rt.x)

elif ftx O Ack Og= I then trans(n,rt.x)

elif ftx=v Oq#00 then ft.ge trans(n,q,rt.x)

elif ft.x O Snd Oq# 0 then ft.q ° trans(n+1,g°<n,data(ft.x)>,rt.x)

elif ftx O Ack Oqg# [ then ft.q ° trans(n,remove(ackn(ft.x),q),rt.x) fi
endagent

funcremove = Nat a, seq Infox - seq Info:
iIf x = Mthen [Delse if a = segn(ft.x) then rt.x else ft.x - remove(a,rt.x) fi fi
The AL program given above is ssimply the definition of a state-automaton, which isaclose link
to the formal description technique Estelle. Note that we did not use any functional programming
features which would be hard to implement in an imperative language. In particular, trans is
tail-recursive modulo concatenation. Hence the transition to a program in the imperative
language PL is a straightforward application of schematic transformation rules. We do not go
into details here. The rule recursion-to-iteration 11 (given on page 57 of [Broy et a. 92]) is
essentially what we need to transform the agent trans into the following imperative program:
agent trans = Nat n, seq Infog,chan I x - chan Oo:
var Nat count :=n; var seq Info queue :=q; var | input;
loop x?input;
if queue#I then o!ft.queue fi;
if input=v  then skip
elif input 0 Snd then queue := queue- <count,data(input)>; count := count +1;
elif input 0 Ack then queue :=remove(ackn(input),queue) fi
endloop
endagent
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7. Conclusion

We have shown the design of protocol entities from non-constructive service specifications
towards executable imperative programs. All design steps were formally proved or justified. The
proofs were of a mathematical nature; we plan to investigate how the deductions can be carried
out in aformal calculus using an interactive verification system.

The paper shows that distributed system development from formal requirements to
executable programs is possible in Focus. However, even for this small example the whole
proof procedure becomes very lengthy and tedious. In our opinion thisis not a characteristic of
just our method, but shows that the design and verification of (distributed) systems is a
complicated matter in general (see [Broy 87], [Chandy, Misra 88], [Lamport 90] for similar
observations).

For the development of distributed systemsin general, we think that for the near future only
a"rigorous" approach [Jones 86] is feasible, in which not all design steps are formally proved.
For example, the following steps can be done:

» Formalize the requirements for a system.
» Apply design steps on an intuitive basis.
» Formally prove only the "critical" steps of the development process.

Of course, what is considered "critical” is subject to persona opinion and thus error-prone. We
believe, however, that even just the first step of requirement formalization catches many errors.

The use of machine supported proof tools is a long-term perspective. While it is not
reasonable to expect completely automated theorem proving, for special cases of distributed
systems (like protocol entities) it may be possible to provide mechanic and even automatic proof
assistance.
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Appendix

A.1 Development steps on the trace level

US |UL LS |LL |S1 |[S |1S3 [ Lg L> |L3s |Lg |Ls Le

Start X X X X

Step 1 X X X X X X X
Step 2 X X X X X X X X
Step 3 X X X X X X X X

A.2 Proofs of Chapter 3

Proof of Proposition 3.2  We want to show: if Stepo(t) holds, then Lo(t) istrue.

putt(<k,d>) int

0 getr(ack(k)) int [by L4]
O  putr(ack(k)) int [by LS]
O O d:getr(<k,d>)int [by S3]
O  getr(<k,d>) int [by Lemma 3.4 below]

Lemma 3.4: Assume LS(t) and Sp(t). Then putt(<k,d) int Ogetr(<k,d>) int O d=d.
Proof of Lemma 3.4

putt(<k,d>) int

O (Snd© f)[K] = snd(d) *) [by S7]
getr(<k,d")
O putt(<k,d>) int [by LS]
O (Snd © t)[k] = snd(d) **) [by So]
Thusd =d' with (*) and (**) O

Proof of Proposition 3.3: We want to show: if Stepz(t) holds, then L1(t) and La(t) aretrue.
Let data(Snd © t) 2 [d, ...,d,O] (***)
First we provethat gett(ack(k)) int O putr(<k,d,>) int holds:

20



gett(ack(k)) int

O  putr(ack(k)) int [by LY
O 0O d:ger(k,d)int [by S3]
O O d:putt(<k,d) int [by LS]
O 0O d:putt(<k,d) int 0(Snd © t)[K] = snd(d) [by S
O putt(<kdie) int [by (***)]

Now we show that the case [0k < n: gett(ack(k)) int must hold:
- getr(ack(k)) int O k<n

O #Snd©t)>k O -A(tk) H({V Ot) = [by (***), Lemma3.5, LL]
O 0O j,d: ~A(tj) O #putr(q,db) ©1) = [by L]

O 0O j,d: = getr(ack())) int B#( putt(<j,d>) © t) = [by Lemma 3.5]

O 0O j,d:-getr(ack(j)) int B#( getr(<j,db) © t) = [by LL]

O 0O j,d:-getr(ack()) int L#( putr(ack(j)) © ) = [by Lg]

0 O j,d:-getr(ack()) int (#( getr(ack()) © ) = [byLL]

which is a contradiction.

Tobeproven: Ly(t) = putt(<k,d>) int O gett(ack(k)) int holds:
putt(<k,d>) int
O (Snd © t)[k] = snd(d) [by S
O  getr(ack(k)) int

The last step is due to the fact that the assumption - gett(ack(k)) int leads to a contradiction
(see above).

Lemma 3.5: If Stepz(t) holds, then A(t,k) < gett(ack(k)) in t.
Proof of Lemma 3.5: We show that if we assume Stepz(t), then

segett(ack(k)) et O #Snd© s) >k

holds for al finite partial traces s, which obvioudly proves the lemma.

s gett(ack(k)) £t

0  putr(ack(k)) ins [by LS, def. of in]

O Od: getr(k,d) ins [by S3]

O  0Od: putt(<k,d>) ins [by LS]

O (Snd © 9)[K] = snd(d) [by S]

O #Snd©s)>k [def.of [ ]] O

21



A.3 Proofs of Chapter 4

Proof of Proposition 4.1.

"O": Let Funcy(f) betrue, x 01" and y 0 O" suchthat y £ f.x. t=xf.x obvioudly fulfils
f(lot) =00t O (Oset: OOsE f(I1©s)). With Funct(f) wehave Osct: T'(10s00s),
hence T'(I©(x°y),00(x°y)) holds, therefore T'(x,y).

"O": Let tJAct® and assume
(1) f(e) =06t 00 Osct:00sE f(IOs)

(2 OxOI",yOO':yefx O T(XyYy)
Let sOAct" and sEt. Thenwith (1) we have OO©sk f(10s), with (2): T'(1©s,00s). 0O

Proof of Proposition 4.2:
Funct(f) = Ot: ((f(Iot)=00t O (Oset: OCsE f(109))) O T'(16t,001))
= [Ot:(f(et)=00t O (Osct: OOsE f(1©g))) O T'(ICt,f(1O1))
= Ot: T(otf(Iot) *)
= O x0Olw: T(x,f.x) (**)

Thetransition marked (*) is valid due to the following argument:

"O": Let tOAct®. Thereisa t' 0 Act® with |©t' =1©t and
f(Iot) = 0Ct' [1I sct': 00skc f(lOs).

"0 ": Obvious.
The transition marked (**) isvalid because for each t thereisa x suchthat x =1©t and vice
versa. O

A.4 Proofs of Chapter 5

Proposition 5.10: Take arbitrary a,i O N, z O Info*, andlet n O N. Then the following
property (*) holds:
(On<i,e:z[n] Z<ae) O remove(az)[i] =z[i] O
(On<i,e:zn] =<«ae) O remove(az)[i] = z[i+1]
Proof of Proposition 5.10: By induction on the second argument of remove:
Basecase: z=[I Here, (*) holdstrivialy, since neither remove(a)[i] nor [i] are defined
(remember that we use "strong equality”, which yields true if both sides are undefined).
Inductive case: Let (*) hold for some z. We haveto show (*) for <k,d>z. We will show
that the inductive assumption implies the two conjuncts of (*):
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a) First conjunct:
Oi:(On<i,e: z[n] Z<ae) O remove(az)[i] =7[i]
[0 [strengthening the antecedens and equival ence transformation of the consequence]
Oi:(0n<i+l, e: (<k,dez)[n] £<@ae) O (<k,deremove(az))[i+1] = (<k,d>z)[i+1]
= [expanding and shifting the range of i, since (<k,db>...)[0] = (<k,d>2)[0]]
Oi:(@dn<i, e: (k,dez)[n] £<«ae) O (<k,deremove(az))[i] = (<k,d>2)[i]
< [definition of remove (since k # a)]
Oi:(0n<i, e: (<k,dez)[n] Z<ae) O remove(a<k,d>z)[i] = (<k,d>2)[i]

b) Second conjunct:
Oi:(On<i,e: z[n] =<«ae) O remove(az)[i] =z[i+1]
[0 [strengthening the antecedens and equivalent transformation of the consequence]
Oi:kzalO(On<i,e:z[n] =<ae) O (<k,deremove(a,z))[i+1] = (<k,d>z)[i+2]
= [adding an always true conjunct and shifting the range of ]
Oi:k=a O Z[i]=(k,z)[i+1] O
Oi:kzal(On<i-1,e:z[n] =<«ae) O (<k,deremove(a,z))[i] = («k,d>ez)[i+1]
< [definition of remove (twice)]
Oi:k=a 0 remove(a<k,dez)[i] = (<k,d>2)[i+1] [
Oi:kzal(On<i-1,e:zn] =<ae) O remove(ak,d>z)[i] = (<k,dz)[i+1]
< [joining the cases]
Oi:(k=al(kzal(@n<i-1,e:z[n] =<«ae))) O remove(ak,dz)[i] = (<k,d>z)[i+1]
< [predicate calculus (distributive law)]
Oi:(On<i, e: (k,dez)[n] =<ae) O remove(a<k,d>»>2)[i] = (<k,d>»2)[i+1] O

Proof that the implementation of ¢ meets specification (1):

Basecase: z=[ ¢1.0= 0 = #SndoM)

Inductive case: Let (1) hold for some z 0 1*. Wehaveto show (1) for zec, where c O I:
a c=V: §1.(z°V) = ¢1.z = #(Snd©z) = #(SndO(z - V))

b) c=snd(e): ¢1.(z° snd(e)) = p1.z+1 = #SndOz) + 1 = #(SndO(z > snd(e)))

c) c=ack(d): ¢1.(z° ack(d)) = $1.z = #(Snd©z) = #(SndO(z > ack(a)))

Proof that the implementation of ¢ meets specifications (2) and (3):
Notethat (3) implies (2) forany zOI". Itistherefore sufficient to show (3) by induction.
We may, however, use both (2) and (3) asour induction assumptions.

Basecase: z= [0 ($2.0)[i] = k,cb « fase — (Sndom[k] = snd(d)
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Inductive case: Let (3) hold for some z 0 1*. Wehaveto show (3) for zec, where c O I:

a c=V:

do(z° V)[i] = k,db>

= [definition of ¢7]
(©2.2)[i] = <k,d>

< [induction assumption]
(SndO©2)[K] =snd(d) O-A(zk) O j<k:=A(z)) } =i

< [predicate calculus)
(SNd©(z ° V))[K] =snd(d) 0= A(zeV, k) O j<k:=A(zV,j) } =i

b) ¢ =snd(e):
$2(z > snd(e))[i] = <k,d>
< [definition of ¢2]
($2.2° 1.z ©)[i] = <k,
= [case splitting]
(2.2)[i] =<k, db) O# (p2.2) =i OPp1.z=k Oe=d)
= [(1), (2) and (3)]
((Snd©2)[K] = snd(d) O = A(z,k) OK j<k:=A(z)) } =)
O(K j<#(Sndoz):-A(z)) }| =1 0#Snd©z) =k De=d)
= [Setting k =#(Snd©z) in second line and definition of A]
((Snd©2)[K] = snd(d) O = A(zk) OK j<k:=A(z)) } =)
O(Kj<k:=A(z))} =i 0#Sndoz) =k Oe=dO-A(zk))
< [distributive law]
SA(zK) O j<k:=A(z))} =i O ((SNd©2)[K] = snd(d)) O (#(Snd©z) =k Oe=d))
= [predicate calculus (since A(z,k) and A(zesnd(e),k) are equivaent)]
(Snd©(z » snd(e)))[K] = snd(d) O~ A(zesnd(e), k) O j <k : - A(zesnd(e), j) }| =1

c) c=ack(a):

$o(z » ack(@))[i] = <k,d>

< [definition of ¢7]
remove(a, $2.2)[i] = <k,d>

= [prop. 5.10 and predicate calculus, since (A [0 B) O(-A O C)=(A OB) O(-A 0OQC)]
((92.2)[]] =<k,d> OO Nn<i, e: (¢2.2)[n] % ae)

O($2.2)[i+1] =<k,d> 0 On<i, e: (¢2.2)[n] = <ae)
= [... seenext page]
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= [by four applications of the induction assumption (3)]
((SNd©2z)[K] =snd(d) O-~A(zk) Of j<k:=A(z)) } =i
O0n<i,e: (Snd©z)[a #snd(e) DA(z,a O j<a:=A(z)) }#n)
O ((Sndoz)[k] =snd(d) O-A(zk) O j<k:=A(z)) }=i+1
O0n<i,e: (Snd©z)[a =snd(e) - A(z,@ O j<a:=A(z)) }|=n)
< [predicate calculus)
((Snd©2)[K] = snd(d) O = A(z,k) Of j<k:=A(z)) } =i
O #Sndoz) <alA(z,@ Of j<a:-A(z)) }>1)
O ((Sndoz)[k] =snd(d) O-A(zk) O j<k:=A(z)) }=i+1
O #Snd©z) >all-A(z,@ O j<a:=A(z)) } 1)
= [tounderstand this step, please take a piece of paper and carefully trace every subterm|
((Snd©z)[K] = snd(d) 0= A(zk) Dazk O(A(z,@ Oa=k) Of j<k:=A(z)) } =)
O( (Snd©2)[K] =snd(d) = A(z,k) O=-A(z,a Da<k O[ j<k:=A(z)) }| =i+1)
= [case combination and definition of A (again, thisis quite acomplex step)]
(Snd©(zeack(d)))[k] = snd(d) O - A(zeack(@), k) O j <k:-A(zeack(a),j) } =1 O
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