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Background

Isabelle: Generic theorem prover ( “logical framework™ )
Developed by L. Paulson and T. Nipkow since 1986

Primitive proof objects (TPHOLs 2000)
Intended application: proof carrying code

Code generation from higher order logic specification (TYPES 2000)
Main application: rapid prototyping of programming language semantics (Java, EU

VerifiCard project)

Combining proof objects and code generation: Program extraction



Why program extraction?

e I[raditional verification:

1. write specification (logical formula)

2. write program
3. prove that program satisfies specification

e Problem: find proof principles (e.g. induction ...) that fit structure of program

e Program extraction:

— systematic way of building programs that are correct by construction
— ldea: (constructive) proof can be viewed as program + correctness proof



inference engine
NN

Program extraction infrastructure

Specification
proof

OK! <—

N\

Program extractor

ML program

Proof checker

-

\_

L

Correctness

proof
J

-

\_

N
HOL term

J

i

Co

de generator




Isabelle/HOL

e Theorem prover used for verification of functional programs (and many other things .. .)

e Logical operators: —, A, V, =, V, 4, ...
e Inductive datatypes

datatype nat = 0 | Suc nat

datatype a+ 3 = Inl | Inr 3

e Recursive functions / pattern matching

nat_rec f g O f
nat_rec f g (Sucn) = g n (nat_rec f gn)

casetof Inlz = ... |Inry = ...



What is a proof?

Curry-Howard isomorphism: proofs are programs

e A proof of A — B is a program that transforms a proof of A into a proof of B

e A proof of Vax. P x is a program that transforms an element = into a proof of P z
e A proof of dx. P x is a pair consisting of an element x and a proof of P x

e A proof of AA B is a pair consisting of a proof of A and a proof of B

e A proof of AV B is either a proof of A or a proof of B

A proof of
Vab. dr q.a =Sucbxqg+rAr <b

is a function that takes two natural numbers a and b and returns a pair consisting of two
natural numbers r and ¢, together with a proof of a =Suc bxg+rAr <b



The Isabelle logical framework

7,0 = | (11,...,Tn)tc where tc € {prop, =, ...}
TYPES
t,u, P,Q = w|c [ tt [ dw 7.t where ¢ € {A (12 prop)= propr = prop=prop=props - - - }
'CFter7=0 I'Fu:T DxatThtoo
euwr,IVFxur TheroT I'Ftu: o 'FXe o 71.t0T7T =0
TERMS

P,q = h|cmmmam|lp-t|p-q|Axz::7.p|Ah:P.p

Doh:t,I"Fh:t TF cmyan: 2(c)[Tn/an)

'Fp: ANxu7. P THtoT e:17kp: P
'Fp-t: Plt/x] 'FXzea7m.p: N7, P

I'Fp:P—Q I'kq:P h:PFp:Q
I'Fp-q:Q I'FAXh:P.p: P— Q

PROOFS




Textbook notation

Formalizing object logics

Isabelle notation

AP Q.

A P.

AP ... P, Q.

P—...— P, — Q

(Nx. Px) = Vx. Px
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Inference rules of Isabelle/HOL

(P—=Q)— P — Q
P— Q— P = Q

(Nx. Px) = Vz. Px

Ve. Pxr— P «x

Px— dx. Px

dx. Prx— (ANxz. Px — Q) — Q
P— Q= PANQ

PANQ — P

PANQ = Q

P— PVAQ

Q— PVQ

PvQ— (P—R)— (Q = R) — R
False =— P

PO=— (An.Pn=— P (Sucn))=— Pn



Representation of proofs

Proof of ANB— BANA
impl- AANB-BANA-(AH : AANB.conjl-B- A -
(conjunct, - A- B+ H) - (conjunct; - A- B - H))

Proof of AVB— BVA

impl - AVB-BVA-(AMH:AVB.dissE-A-B-BV A-H -

(disjl, - A - B) - (disjl; - B - A))

Proof of (dx. Vy. P x y) — (Vy. dx. P z y)

impl - dx. Vy. Px y -Vy. dxe. Px y -
(AH : Jz. Vy. Px y. all - (A\y. . P xz y) -
(Ay.exE- (M. Vy. Pxy) -de. Pxy+- H -
(A H:Vy. Pxy.exl-(Axz. Pz y) - x-
(spec - Pz -y« H))))
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From proofs to programs

What does it mean for an extracted program to be correct?
> Realizability interpretation: realizes p P

How to extract the program?
>~ Map inference rules r in proof to programs £(r)

How to obtain the correctness proof?

>~ Map inference rules r in proof to correctness proofs C(r)
>~ For =1 : P, show - C(r) : realizes E(r) P

Not all parts of proof perform computations, e.g.

computation
Ya b. EquTg:Sucb*q—Fr/\rﬁl}

verification of result

>~ programs extracted from computationally irrelevant subproofs have type unit
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Realizability

Establishes a relationship between programs and specifications

realizes (t :: a« = ) (A = B)
realizes (t : aa = B) (AN z. P x)

N\ x. realizes x A = realizes (t ) B
)\ x. realizes (t =) (P x)

P

V. realizes ¢ A — realizes (t ) B

V. realizes (t ) (P x)

realizes (snd t) (P (fst t))

case t of Inl p = realizes p P | Inr ¢ = realizes q Q
realizes (fst t) P A realizes (snd t) Q

False

realizes (¢ :: unit) P

realizes (t :: « = ) (A — B)
realizes (t :: a« = B) (Vx. P x)
realizes (t :: a X B) (Jx. P x)
realizes (t :: o+ 3) (P V Q)
realizes (t :: a X B) (P A Q)
realizes t False

Example

realizes division (Va b. 3r q. a =Sucbxqg+rAr <b) =
Va b. a = Suc b * fst (snd (division a b)) + fst (division a b) A fst (division a b) < b

where division :: nat = nat = nat X (nat X (unit X unit))
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Extracting the program

How to find out type of extracted program?

e From formula
Problem: need many different versions of logical operators (e.g. in Coq):

Inductive ex [A:Set;P:A->Prop] : Prop
:= ex_intro : (x:A)(P x)->(ex A P).

Inductive sig [A:Set;P:A->Prop] : Set
;= exist : (x:A)(P x) -> (sig A P).

Inductive sigS [A:Set;P:A->Set] : Set
;= existS : (x:A)(P x) -> (sigS A P).

e From proof: Why not just use type inference?

type variable assignment term new type variable assignment
~ N P ~5N
extr I"_ 0 P = ("t T 0 )

variable context proof type
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Extracting the program — continued

extr I' 0 c

extr I' 0 h
extr I' 0 (Ax :: 7. p)

extr I' 0 (Ah : P. p)

extr "0 (p - t)

extr I 0 (p - q)

(t[Bn/ @], 7[%Bn /0], 0)
where t=E&(¢) T'Ht:7T o, =FV(r)

(h, I'(R), 0)
Az :T1.t, T = 0, 0)
where (t, o, 0') = extr (T, z :: 7) 0 p
(AR % t, o = o, 0)
where (¢, o, 0') = extr (T, A :: ) O p
((), unit, 0) if Oy =1
(f t, %, 62 064) otherwise

where (f, 7, 01) =extrI'0p T'FHt:o
0, = mgu (91(7’)) (91(0’ = ?C())

(f O, o, 61) if 01(7) = unit = o'
{ (0, unit, 6) if 03 =L
(f t, %, O30 05) otherwise

where (f, 7, 1) = extr " 0 p
(t, o, 02) = extrI" 67 ¢
03 = mgu (02(7)) (02(0c = 7))
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Extracting the program — type inference

p = exE-P-Q

extrI'O0p = (f, ax B = (o= 70 = %) = %, 61)

I'qg:dx. Px

e ¢ informative

q = exl-

~> extrFqu = (t T1 X T2, 92)

~ extrI'0 (p-q) =

e ¢ non-informative

q = classical -
~ extrI' 01 q =
~ extrI'8 (p-q) =

0.

(ft, (m=>1m=%) =% {Ta— 7,

unit, 6s)

((), unit, 0)

?/8 = T2,

)
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Producing the correctness proof

B D if "' = ¢ :: unit
corr I'p t o { cort' T pt otherwise
cort’' T ¢ _ = C(c)
cort’' T h _ = h

cort' T' (Ax :: _. p) (Ax 2 7. 1)
cort' T'(Ah : P. p) (AR :: 7. 1)
cor T (p- ) (f )
cor’ T' (p+ q) (f ¢)

Ax ciT1.cor (I im)pt

corr’'pu-t
coorI'p f-t-corl'"qgt

Theorem
let (¢, ..., 0)=extrT' O p
and Fp:op

then + corr ' p (0'(t)) : realizes (0'(t)) ¢
Proof: Induction on p

X(h ::7) h :realizes h P. corr (I'; h ::

T)pt
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impl

mp

alll

spec

ex|

exE

conjl
conjunct;
conjunct,
diS_jll
diSj|2
disjE
FalseE

nat.induct

Programs corresponding to inference rules

AP Q (pg :: o = ). pyq
AP Q (pg :: a= B). pq

AP (p::a=p3).p

AP xp.px

AP x p. (z, p)

AP Q p pg. pq (fst p) (snd p)

AP Qpaq. (p, q)
AP Q. fst

AP Q. snd

AP Q. Inl

AP Q. Inr

AP Q R pq pr qr. (case pg of Inl p = prp | Inr ¢ = ¢r q)
AP (p :: unit). arbitrary

AP n pg ps. nat_rec pg ps n
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Correctness of programs corresponding to inference rules (1)

C(impl) = AP Q pqg (h: )\ u. realizes u P = realizes (pq u) Q).
alll - (Ax. realizes x P — realizes (pq ) Q) -
(Ax. impl - realizes x P - realizes (pq =) Q - (h - x))

C(exE) = AP Q p (hy : realizes (snd p) (P (fst p))) pq
(ha : \ = x'.realizes ' (P x) = realizes (pq = x') Q).
ho - fst p-snd p « hy
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Correctness of programs corresponding to inference rules (2)

What to do with higher order variables?
realizest (P t,) = P'tt,

Example: induction on natural numbers
realizes (Apo ps. nat_rec po ps n) (P 0 — (A z. Px =— P (Sucz)) =— P n) =

N po. realizes py (P 0) = (/\ ps. realizes ps (A x. P x = P (Suc z)) —
realizes (nat_rec pg ps n) (P n)) =

N po. realizes pg (P 0) = (A ps. (A x. realizes (ps ) (P © = P (Suc z))) —
realizes (nat_rec pg ps n) (P n)) =

N po. realizes po (P 0) = (A ps. (\ = h. realizes h (P x) = realizes (ps x h) (P (Suc z))) —
realizes (nat_rec pg ps n) (P n)) =

/\ po. P’ po 0 = (/\ Ds. (/\ x h. PPhax = P’ (psx h) (Suc )) = P’ (nat_rec py ps n) n)

-~

%2

Proof: Induction on n

C(nat_ind) = AP n. nat_ind_realizer - (At x. realizest (P x)) - n
where - nat_ind_realizer : \ P’ n. ¢
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Synthesizing a division algorithm (1)

nat.induct - (Aw. 3r g. u =Sucbxqg+r Ar <b)-a -
(exl - (Ar. 3q. 0 =Sucbxgq+rAr <b)-0-
(exl - (A\q-0 =Sucbxq+0A0<Db)-0-
(conjl -0 =Sucbx04+0-0<b-...-...))) -
(An H:3drg.n=Sucbxqgq+rAr<b.
exE- (Ar.dg. n =Sucbxqg+rAr <b)-drqg.Sucn=Sucbxqg+rAr<b-H -
(Ar H:3dg.n=Sucbxq+rANr <b.
exE-(A\g. n=Sucbxqg+rAr<b)-Irq.Sucn=Sucbxqgq+rAnr<b-H -
(Ag H:n=Sucbxq+rAr <b.
disiE-r<b-r=0b-drq.Sucn=Sucbxqg+rAr<b>b-
(le_lt_eq_dec - r - b+ (conjuncty - n =Sucb*xqg+r-r <b-H)) -
(AH' : 7 < b.
exl - (Ar. 3q. Sucn =Sucbxg+rAr <b)-Sucr -
(exl - (Aq. Sucn =Sucb*xq+ Sucr ASucr <b)-q-
(conjl - Sucn =Sucb*q+Sucr-Sucr <b-...-...))) -
(AH' : 7 =b.
exl - (Ar. 3q. Sucn =Sucbxqg+rAr <b)-0-
(exl - (Aq. Sucn =Sucb*xq+0A0<b)-Sucq -
(conjl - Sucn =Sucb*Sucqg+0-0<b-...-...))))))
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Synthesizing a division algorithm (2)

nat_rec
(0,

(0,

(0, O)N)

(An H ::nat X (nat X (unit X unit)).

le_lt_eq_dec (fst H) b () of
Inl (H' :: unit) =
(Suc (fst H),
(fst (snd H),
(0> 0)))
| Inr (H' :: unit) =
(0,
(Suc (fst (snd H)),
(0, 0)))) a
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Program extraction for inductive predicates

inductive rtrancl r
rtrancl_refl : (a, a) € rtrancl r
rtrancl_into_rtrancl : (a, b) € rtrancl r = (b,c) € r = (a, ¢) € rtrancl r

Realizers for introduction rules
datatype («, B)rtr =
Refl o

| Into o @ o ((x, B)rtr) B

consts
rtr_realizes :: (8 = (a X a) = bool) = («a, B)rtr = (o X ) = bool

primrec
rtr_realizes R (Refl a) aa = (fst aa = a A snd aa = a)
rtr_realizes R (Into a b ¢ pa pie) ac =
(fst ac = a A snd ac = c A rtr_realizes R py, (a,b) A R py. (b, ¢))

realizes (t :: («, B)rtr) (xy € rtrancl r) = rtr_realizes (Apy. be. realizes py. (be € 7)) t xy
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Realizability for inductive predicates

Into a a ¢ (Refl a) ... —

Intoa bc (Intoaab (Refla) ...) ...

N —

rtr_realizes /

/ /

——— (a, c¢)

——

N

(v, B)rtr

r = A{(a, b), (b, ¢), (a, ¢), ...}

rtrancl r
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Inductive predicates — realizer for induction rule

rtrancl_induct : (x,y) € rtranclr = (A a. P a a) =
(Aabec. (a,b) €Ertranclr = Pab— (b,c) er=— Pac)— Pzxy

consts
rtr_ind :: (o, B)rtr = (a = v) = (a=>a=>a= (a,B)rtr=>v =0 =) = v

primrec

rtr_ind (Refla) f g = f a
rtr_ind (Intoa b c ab bc) f g =g a b c ab (rtr_ind ab f g) bc

Correctness theorem
N\ Dy rtr_realizes R p,y, (x,y) = (AN f- (Na. P (fa)aa) =
(A g- (\Nabcpgy. rtr_realizes R pgy, (a,b) — (Ap. Ppab—
(A Poe- R pic (b,c) = P (g abcpawppu)ac))) =
P (rtr-ind py, f g) © y))
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Problems combining computationally relevant / irrelevant proofs

AH .| ... H ... | ... H ...
Correctness proof: M(z::7) H :redlizesxz .| ... H ... | ... H ...
Problem
If H computationally relevant (i.e. 7 # unit), cannot just copy subproof | ... H ...

unchanged into correctness proof

Solutions
1. Insert additional subproof p: Az :o:7) H:realizesxz .| ... H ... | ... pH ...
where p : realizes x ¢ = © (Note: not directly provable in intuitionistic logic)

2. Use different definition of realizability:
q_realizes f (P — Q) = (P — Q) A (Vx. q_realizes x P — q_realizes (f =) Q)



Future work

Better optimization of extracted programs
Eliminate unnecessary ()'s

Instantiate to other logics (e.g. ZF)
Problem: type systems of meta logic and object logic need to coincide

Larger case studies (e.g. graph theory)

Program extraction from classical proofs?
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Related work

e Deductive Tableaux (Manna & Waldinger)
e T[heorem provers based on type theory:

— NuPRL (Constable)
— Coq (Coquand, Huet, Paulin-Mohring)

e Minlog (Schwichtenberg)

e Extraction of structured programs from CASL specification proofs (Wirsing, Crossley)

Realistic applications of extraction

e Type checker for Calculus of Constructions (B. Barras)
e Buchberger's algorithm (L. Théry)

e Java Card tokenisation algorithm (E. Denney)
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